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A. Yrkanden

1. Dala Vatten och Avfall AB yrkar att miljdprovningsdelegationen meddelar tillstdnd enligt 9
kap. miljobalken for att pa fastigheten Noret 2:37 bedriva fortsatt och utékad
avfallsverksamhet pa Limhagens atervinningscentral for lagring av icke-farligt och farligt
avfall som en del av insamling samt for att forbereda avfall for ateranvandning.

Den sokta verksamheten omfattar nedan mangd och typ av verksamhet med
verksamhetskod,;

e lagring som en del av insamling av farligt avfall med hégst 72 ton per tillfélle och
hogst 800 ton per kalenderar (90.50 B),

e lagring som en del av insamling av icke-farligt avfall med hégst 300 ton per tillfalle
och hogst 7 000 ton per kalenderar (90.40 C),

o yrkesmassigt forbereda avfall for ateranvandning (90.29 C)

2. Dala Vatten och Avfall AB yrkar vidare att miljoprovningsdelegationen

o faststaller villkor i enlighet med s6kandens forslag i avsnitt E,
o godkanner miljokonsekvensbeskrivningen i Bilaga 2 och
o faststéller igangsattningstiden till 5 ar fran det att tillstandet vunnit laga kraft.

B. Inledning

Dala Vatten och Avfall AB (fortsattningsvis bolaget) ansdker om tillstand for fortsatt och utékad
avfallsverksamhet pa Limhagens atervinningscentral i Leksand.

Anstkan om fortsatt och utokad verksamhet avser priméart 6kning av mangder fér lagring av
farligt avfall, féranlett av att dagens begransning pa lagring av maximalt 1 ton *i andra fall” ar
for liten.

| och med en stéandigt 6kande miljomedvetenhet kombinerad med dkade mdjligheter till
avyttring av olika typer av kéllsorterat material (bade till materialatervinning och aterbruk), ckar
aven forvantningarna pa vilka fraktioner som ska kunna erbjudas pa en atervinningscentral.

B.1 Uppgifter om verksamhetsutbvaren

Bolaget har hand om drift, utveckling, samordning, administration och planering av vatten och
avlopps- och avfallsverksamheterna i Gagnef, Leksand, Rattvik och Vansbro. Bolaget har en
styrelse som bestar av 8 ledaméter, 2 fran respektive agarkommun. Styrelsen ar politiskt
tillsatt av respektive kommuns kommunfullméktige. Huvudkontoret ligger i Leksand.

B.2 Den ansokta verksamheten

Verksamheten omfattar en befintlig &tervinningscentral (fortsattningsvis AVC). P& AVC:n kan
hushall, och till begransad omfattning och mot betalning &dven foretag, lamna avfall. Det avfall
som samlas in for lagring omfattar farligt och icke-farligt avfall inklusive avfall som tas emot for
ateranvandning.

| den ansokta verksamheten beraknas mangden insamlat avfall att uppga till 7 500 ton med
fordelningen 6 700 ton icke-farligt avfall respektive 800 ton farligt avfall.

AvC:n &ar 6ppen med bemanning under dagtid varje vardag. Sedan varen 2025 &r
anlaggningen déppen dygnet runt fér besoékare anslutna till "AVC Anytime”.

Inom anlaggningen forekommer aktiviteter sa som avfallslamning, sortering, lastning av avfall,
och stadning av ytor.
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Samtliga fraktioner av icke farligt avfall forvaras i containrar, med undantag for tradgardsavfall
och dack utan falg som lagras direkt pa hardgjord yta. Farligt avfall férvaras sa att spill kan
samlas upp vid eventuellt |Ackage.

Ytor dar det bedrivs verksamhet ar hardgjorda sasom korytor, rangerytor, uppstallningsplatser
for containrar och lagringsplats for kyl-, frys- och vitvaror sa att dagvattnet kan samlas upp.
Dagvatten fran verksamhetsytor samlas upp och leds till en dagvattendamm for rening och
fordréjning. | ansdkt verksamhet kommer dagvattendammen att byggas ut.

Fullstandig teknisk beskrivning av verksamheten aterfinns i Bilaga 1.

B.3 Samrad

Ett undersokningssamrad har genomforts for att utreda om verksamheten kan medféra
betydande miljopaverkan eller inte. Efter samradet har Lansstyrelsen Dalarnas lan fattat beslut
om att verksamheten inte kan antas medftra en betydande miljopaverkan, se Bilaga 4.

For fullstandig samradsredogorelse, se Bilaga 3.

C. Lokalisering

Limhagens AVC &r belagen 1,8 km norr om Leksand centrum pé fastigheten Noret 2:73, se
lokalisering i Figur 1.

I ,‘ -| OVERSIKTSKARTA
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0 100 Meter

TECKENFORKLARING

= Verksamhetsomrddet
Leksand Noret 2:37

Figur 1 Oversiktskarta som visar verksamhetens lokalisering i forhallande till ndrmsta tatort Leksand.

Fastigheten ar drygt 3 hektar varav 1,8-2 hektar utgor verksamhetsyta. Fastigheten ligger i
vastra delen av Limhagens industriomrade. Ansokt verksamhet kommer inte medféra nagon
utdkning av verksamhetsytorna.

C.1 Planforhallanden

Gallande oversiktsplan for omradet, Oversiktsplan 2014 Planeringsomraden Tétorter, pekar ut
aktuellt verksamhetsomrade som industriomrade (Leksands kommun, 2024).
Utvecklingsinriktning for omradet Limhagen ar utveckling for verksamheter vilket har gjorts
genom flera etableringar och planlaggning for handel och verksamheter.

For omradet galler detaljplan L471 Noret 2:27 m.fl (Limhagen) frAn 1993. Planen beskriver
anvandning som "smaindustri som ej stér omgivningen” och for “industritrafik”. Byggnader
skall placeras minst 4,5 meter fran tomtgrans och med hdgsta byggnadshojd p& 6 meter.
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Verksamheten far inte vara stérande for omgivningen och 6verskrida de for Statens
Naturvardsverk angivna riktlinjerna for externt industribuller vid anvandningsomradets grans. |
sodra delen markeras ett omrade som “planterat skyddsomrade som ej far bebyggas eller
anvandas for upplag eller parkering”.

C.2 Skyddade omraden

Anlaggningen ligger inom omrade av riksintresse for friluftsliv benamnt Siljansomradet, Ansokt
verksamhet kommer inte att paverka forutsattningarna for riksintresset Siljansomradet,
eftersom ingen ny mark kommer att tas i ansprak.

Ingen paverkan bedéms ske pé naturreservaten Lugnet-Barkdal och Akersén pé grund av
avstanden fran verksamheten.

Limhagens AVC ligger inom avrinningsomrade dar Limsjon &r den priméra recipienten.
Limsjon ar utpekat som Natura 2000-omrade.

Cirka 3 kilometer sdder om Limhagens AVC ligger vattenskyddsomradet Mjélgen. Det &r inte
sannolikt att verksamheten kan komma att paverka vattenskyddsomradet Mjalgen eftersom
vatten fran verksamhetsomradet avleds till Limsjon. Limsjon avvattnas mot Siljan, det vill saga
bort frAn vattenskyddsomradet.

D. Miljokonsekvenser

Enligt beslut fran Lansstyrelsen Dalarnas lan kan ansokt verksamhet inte antas medféra en
betydande miljopaverkan, vilket innebar att ett forenklat underlag har tagits fram.

De vasentliga miljoeffekter som verksamheten kan ge upphov till ar buller, utslapp till vatten
och lukt. Verksamhetens paverkan genom buller bedoms medféra mattliga negativa
konsekvenser for narboende eftersom frekvensen av bullrande aktiviteter samt transporter
kommer att 6ka med upp till 25%.

Konsekvenserna av verksamhetens utslapp till vatten bedéms vara sma och halterna minskar
i ansokt verksamhet jamfort med dagslaget. Utslapp av fosfor kan ge en majlig lokal paverkan
pa vattenkvaliteten i recipienten Limsjon, men inga méatbara férandringar av medelhalter i sjon
bedoms uppsta. Av den anledningen bedoms verksamheten inte aventyra vattenférekomstens
mojligheter att uppna gallande miljokvalitetsnormer. Inga negativa effekter bedéms heller
uppsta for de arter och naturtyper som avses skyddas i Natura 2000-omradet Limsjon

Inget matavfall eller kommunalt restavfall hanteras vid anlaggningen. Det finns rutiner for
agerande om felsorterat avfall skulle komma in. Risken att luktolagenheter uppstar vid
anlaggningen bedoms darfor som liten. Nagra negativa konsekvenser for omgivningen
avseende lukt bedoms inte uppsta.

De risker som identifierats i verksamheten &r kopplade till utslapp av kemikalier vid olyckor
eller lackage, hantering av farligt avfall, brand och skyfall med anledning av klimatférandringar.
Verksamheten bedriver ett systematiskt brandskyddsarbete och har rutiner for agerande i
héndelse av olycka. Riskerna med den ansokta verksamheten bedéms med vidtagna
skyddsatgarder vara sma.

Miljokonsekvensbeskrivningen av planerad verksamhet aterfinns i sin helhet i Bilaga 2.
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E. Forslag till villkor

For den ansokta verksamheten foreslar bolaget foljande villkor:

Allméanna villkor

1.

Om inte annat féljer av dvriga villkor ska verksamheten bedrivas i
huvudsaklig dverensstammelse med vad verksamheten har angett i
ansokningshandlingarna och i 6vrigt atagit sig i arendet.

Verksamhetsomradet ska vara inhagnat. Infarten till
verksamhetsomradet ska vara forsedd med grindar och ska vara
svartillganglig for obehdriga nar den ar obemannad.

Verksamheten ska bedrivas sa att olagenheter i form av damning, lukt,
skadedjur och nedskrapning férebyggs. Om olagenheter av betydelse
anda uppkommer fran verksamheten ska verksamhetsutévaren vidta
effektiva skyddsatgarder sa att storningarna minimeras.

4.

Stadning ska ske sa att anlaggningen halls i vardat skick.

Buller

5.

Den ekvivalenta ljudnivan (Leq) fran verksamheten far utomhus vid
bostader inte dverstiga foljande varden.

50 dB(A) helgfri mandag-fredag kl. 06.00-18.00

45 db(A) lérdagar, séndagar och helgdagar kl. 06.00-18.00
45 db(A) kvallstid kl. 18.00-22.00

40 db(A) nattetid kl. 22.00-06.00

Kontroll ska ske sa snart det skett forandringar i verksamheten som
kan medfora att vardena riskerar att dverskridas eller nér
tillsynsmyndigheten bedémer att det behévs. Bullermatningar ska
genomforas i samrad med tillsynsmyndigheten.

Momentana ljud (LFmax) far inte dverstiga 55 dBA nattetid
kl. 22-06 vid bostéader.

Utslapp til

| vatten

6.

Dagvatten fran verksamhetsytor ska avledas till dagvattendamm for att
fordroja och rena vattnet innan det slapps ut till recipient. En
avstangningsventil ska forhindra utflode av eventuellt slackvatten vid
brand.

Dagvattenbrunnar ska vara utmarkta och far inte blockeras.
Absorptionsmedel samt anordning for att tdta dagvattenbrunn ska
finnas lattillgangligt och anvéandas vid spill.

Hantering

och lagring av avfall och kemiska produkter

8.

Ytor dar avfall hanteras och lagras ska vara hardgjorda och tata. Farligt
avfall och kemiska produkter ska lagras skyddade fran nederbord.
Fraktionerna kyl och frys, 6vriga vitvaror, traavfall som klassas som
farligt avfall och asbesthaltigt avfall undantas fran kravet att lagring ska
ske s att fraktionerna skyddas mot nederbord. Kyl och frys ska
hanteras och lagras pa sadant sétt att riskerna for lackage av
kéldmedium minimeras.
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Blybatterier och litiumbatterier ska forvaras i tata syrafasta behallare.
Litiumbatterier ska férvaras i stot- och varmehammande medium.

10.

Mottaget avfall ska hanteras pa ett sddant sétt att risken for spridning
av invasiva vaxter minimeras.

11.

Kemiska produkter och flytande farligt avfall ska vara mérkta och
hanteras sa att spill och lackage inte kan na avlopp och sa att
fororeningar av mark, yt- och grundvatten undviks. Amnen som kan
avdunsta ska forvaras sd att avdunstningen minimeras.

Kemiska produkter och flytande farligt avfall ska férvaras frostfritt om
frostsprangningar kan gora att behéallarna de forvaras i blir otata.

12.

Forvaring av flytande kemiska produkter och flytande farligt avfall ska
ske pa tat invallad yta eller med motsvarande typ av sakerhetssystem
for uppsamling av vatska. Uppsamlingsvolymen ska motsvara minst
den storsta enskilda behallarens volym plus 10 % av volymen av 6vriga
behéllare inom samma invallning. Behallare ska skyddas mot

pakdrning vid forvaring utomhus.

Kontroll

13.

Ett aktuellt kontrollprogram ska finnas for verksamheten och foljas.
Programmet ska méjliggora en bedémning av om tillstdndet och
villkoren foljs. | programmet ska bland annat anges omfattning av
kontroll och skétsel av dagvattenanlaggningen. Ett forslag till
kontrollprogram ska lamnas till tillsynsmyndigheten senast sex
manader efter att tillstdndet tagits i ansprak.

Beredskapsplan

14.

Senast sex manader efter det att tillstdndet har tagits i ansprak ska det
finnas en beredskapsplan for hantering av olyckshandelser som kan
medftéra konsekvenser for miljon. Planen ska innehalla dokumenterade
rutiner och lamplig utrustning for att férebygga och avhjalpa sadana
olyckshandelser. Planen ska tas fram i samrad med raddningstjansten
och delges tillsynsmyndigheten. Planens aktualitet ska uppdateras vid
forandringar som kan paverka beredskapen.

Nedlaggni

ng

15.

Innan hela verksamheten laggs ner ska verksamhetsutdvaren i god tid
inge en avvecklingsplan till tillsynsmyndigheten. Om bara en del av
verksamheten ska laggas ner racker det att verksamhetsutévaren i god
tid anmaler det till tillsynsmyndigheten. Efter en anmalan far
tillsynsmyndigheten besluta om det finns behov av en avvecklingsplan.

Ekonomis

k sakerhet

16.

En ekonomisk sakerhet avsatts infor att tillstandet tas i ansprak. Den
ekonomiska sékerheten ska motsvara kostnaderna for bortskaffning av
maximalt tillstdndsgivet lagrat avfall vid varje enskilt tillfalle. Sakerheten
ska uppga till 350 000 svenska kronor. Berakningsunderlag redovisas i
Bilaga 5.
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F. Motivering av villkor
Igangsattningstid

Bolaget beddémer att en igangsattningstid pa fem ar efter att beslut har fatt laga kraft ar rimlig
for att genomfora de atgarder och ataganden som tillstandet kraver.

Tillstandstid

Bolagen anser inte att nagon tidsbegransning av tillstandet ar nédvandigt d& dess paverkan
pa miljon och andra relevanta faktorer inte kan forutspas ge annat an begransade
konsekvenser for méanniska och miljo.

G. Tilldtlighet
G.1 Tillatlighet enligt 2 kap. miljébalken

2 8 Kunskapskravet

Bolaget har lang erfarenhet av att bedriva avfallsverksamhet och har en medvetenhet
av den miljopaverkan som avfallsverksamheten kan ge upphov till. Personalens olika
roller har specifika utbildningskrav. Ny kunskap inhamtas framst genom
branschorganisationen Avfall Sverige. Om saknad av resurser eller specialistkunskap
uppstar inhamtas detta via konsultféretag med den kompetens som kravs.
Kunskapskravet bedéms vara uppfylit.

3 8 Forsiktighetsprincipen

| ans6kan med tillhérande teknisk beskrivning och miljokonsekvensbeskrivning
framgar vilka skyddsatgarder och andra forsiktighetsmatt som bolaget kommer att
vidta. Enligt bolagets uppfattning motsvarar aktuella metoder och skyddséatgarder
basta mdjliga teknik enligt 2 kap. 3 § miljobalken.

4 8 Produktvalsprincipen

Antalet kemikalier som anvands inom egen verksamheten ar begransad och
utgors av pa marknaden godkéanda produkter. Om nya produkter tas in i
verksamheten ska det enligt rutin genomféras undersdkning om basta val fér
syftet. Befintliga kemikalier utvarderas regelbundet utifran bland annat
produkternas egenskaper med avseende pa yttre miljo och arbetsmiljo.

5 § Hushallnings- och kretsloppsprinciperna

Verksamheten bidrar till hushéallning med resurser genom aterbruk och atervinning av
avfall. Bolaget beddms uppfylla miljbalkens krav p& hushalining och
kretsloppsarbete.

6 § Lokaliseringsprincipen

Vald lokalisering bedoms vara lamplig for atervinningscentral utifrdn platsens
forutsattningar och ar férenlig med gallande detaljplanebestammelser. Platsen
bedéms medféra minsta intrdng och olagenhet fér manniskors halsa och miljo jamfort
med de alternativa lokaliseringar som utvarderats. Bolaget beddms uppfylla
lokaliseringsprincipen.

G.2 Tillatlighet enligt 3 och 4 kap. miljobalken

Anlaggningen ligger inom omrade av riksintresse for friluftsliv benamnt Siljansomradet. Inom
omradet forekommer en mangfald av friluftslivsaktiviteter med vandrings- och cykelleder samt
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skidspar. Ansokt verksamhet kommer inte att paverka forutsattningarna for riksintresset
Siljansomradet, eftersom ingen ny mark kommer att tas i ansprak.

G.3 Tillatlighet enligt 5 kap. miljdbalken

Dagvatten fran omradet avleds mot Limsjon (WA94671869), som ar en grund och
naringskanslig sjo. Vattenforekomsten uppnar i den senaste statusklassningen mattlig
ekologisk och ej god kemisk status.

| ansokt verksamhet beréknas utsléppshalterna minska till foljd av att verksamhetens befintliga
dagvattendamm byggs ut. Utslapp av naringsamnen beraknas uppga till 0,83 kg fosfor och 15
kg kvave per ar i ansokt verksamhet. Verksamhetens utslapp av kvave ger sannolikt ingen
métbar férandring i vattenkvaliteten. Utslapp av fosfor kan ge en mdjlig lokal paverkan pa
vattenkvaliteten i recipienten Limsjon, men inga matbara forandringar av medelhalter i sjon
bedoms uppsta. Av den anledningen bedoms verksamheten inte dventyra vattenforekomstens
mojligheter att uppna gallande miljokvalitetsnormer.

G.4 Tillatlighet enligt 7 och 8 kap. miljobalken

Cirkal,5 km dster och sydost om Limhagens AVC ligger Natura 2000-omradet Limsjon
(SE0620258). Omradet ar skyddat bade genom Art- och habitatdirektivet och Fageldirektivet.
Verksamhetens utslapp till vatten bedéms vara litet och inte medféra nagra méatbara
forandringar i sjons medelhalter. Nagra negativa effekter bedéms darfor inte uppsta for de
arter och naturtyper som avses skyddas i Natura 2000-omradet Limsjon.

H. Sammanstallning av ataganden

Bolaget atar sig att;

e Utdka befintlig dagvattendamm fran 300 m2till 450 m2 med en fordréjningskapacitet pa
minst 150 m3,

e Anlagga dike och kulvert fér avledning av dagvatten fran 6vre delen av
verksamhetsytan till den utékade dagvattendammen,

e Forse dagvattendammen med avstangningsventil.

Leksand den 26 januari 2026

B

Lisbeth Martinsson Skinnar, VD

Bilagor

Bilaga 1. Teknisk beskrivning

Bilaga 2. Forenklat underlag (MKB)

Bilaga 3. Samradsredogorelse

Bilaga 4. Beslut om ej betydande miljopaverkan, Lansstyrelsen Dalarnas lan

Bilaga 5. Berékningsunderlag Ekonomisk Sékerhet
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1  Inledning

Dala Vatten och Avfall AB (DVAAB) avser att ansoka om tillstand for fortsatt och
utokad avfallsverksamhet pa Limhagens atervinningscentral i Leksand.
Verksamheten bedrivs idag som en anmalningspliktig verksamhet. Ansékan om
fortsatt och utdkad verksamhet avser primért 6kning av mangder for lagring av
farligt avfall, féranlett av att dagens begransning pa lagring av maximalt 1 ton 7
andra fall” ar for liten. Foljande tekniska beskrivning utgor en bilaga till Ansékan.

2  Verksamhetsbeskrivning

Verksamheten &r belagen pa fastigheten Leksand Noret 2:37 och omfattar en

atervinningscentral (fortsattningsvis AVC), se Figur 1. P& AVC:n kan hushall, och
till begréansad omfattning och mot betalning &ven foretag, lamna avfall. Avfall som
insamlas for lagring ar farligt och icke-farligt avfall samt avfall for ateranvandning.

) OVERSIKTSKARTA

Limhageh i = | Skala (A4): 1:3 000

/. 0 100 Meter

TECKENFORKLARING

Verksamhetsomrddet
Leksand Noret 2:37

Eksand

\J
SWECO ﬁ

Figur 1 Inom r6d markering visas fastigheten Leksand Noret 2:37 dar verksamheten &r lokaliserad.

2.1  Utformning

En oversiktlig skiss 6ver AVC:n redovisas i Figur 2. Skissen anvénds dven som
information till kunder 6ver vilka fraktioner som tas emot pa AVC:n och for
anvisning av inlamningsplats. Justeringar av placering och bendmning av fraktioner
gors vid behov.

Sida3av 17
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Limhaaens AVC
1 3

Tra 16. Gips
2. Stoppade mobler 17. Tra
3. Pappersforpackningar 18. Farligt avfall
4. Plastforpackningar 19. Elavfall
5. Energiatervinning 20. Atervinningsstation
6. Hardplast 21. Latrin
7. Energiatervinning 22. Asbest
8. Metall 23. Dack utan falg
9. Porslin & keramik 24. Dack med falg
10. Stoppade mobler 25. Gras och lov
11. Stangd- 26. Ris och grenar
12. Planglas 27. Sten och grus
13. Impregnerat fra 28. Vitvaror
14. Tra 29. KylFrys

15. Tillfalligt stangd

- an

.

Figur 2 Skiss éver AVC:ns utformning (uppréttad 2025), vilka fraktioner som kan lamnas samt anvisning
av fraktionernas inlamningsplats.

2.1.1 Skalskydd

Ett staket gar runt verksamheten som skalskydd for att hindra obehériga att komma
in p& omradet och pa sa satt motverka stolder och forstorelse av anlaggningen.
Kameradvervakning sker i egen regi och materialet ar inspelat. Tillstand for
kameradvervakning finns.

2.1.2 Dagvattenhantering

Ytor dar det bedrivs verksamhet sdsom korytor, rangerytor, uppstaliningsplatser for
containrar och insamlings-/lagringsplats for avfall ar hardgjorda sa att dagvattnet
kan samlas upp. Dagvatten fran den norra delen av verksamhetsomradet avrinner
mot ett dike och dagvatten fran den sddra delen av verksamhetsomradet avleds
mot dike och befintlig dagvattendamm med yta om ca 300 m2.

En vattenutredning har genomforts, se bilaga 2.1 till Ansdkan, for att understka
vilka atgarder som kravs for att anlaggningen ska kunna hantera regn med 10 ars
aterkomsttid och en klimatfaktor pa 1,25 samt slackvatten.

Utifran utredningen foreslas féljande atgarder avseende dagvatten:

e Dammens yta 6kas till ca 450 m2.

e Fordrojningskapacitet satts till mer an 150 m3. Med denna
fordrojningskapacitet uppfylls krav pa fordréjning av 10-ars regn.

¢ Dammen forses med avstéangningsventil som kan stangas for att
mojliggdra uppsamling av slackvatten i héandelse av brand.

e Befintlig rinnvag fran delomrade norr till kommunalt dike skars av. Ny
rinnvag fran delomrade 1 och 2 till féreslagen utokad dammyta skapas.

Foreslagna atgarder innebar att vatten fran hela verksamhetsomradet avleds mot
foreslagen utdkad damm, se Figur 3.
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Ny rinnvag (nytt Ayskéimingsnpunkt. Befintlig rinnvag Sile.
svackdike) for fr?n delomr?de 1 skérs av har. Vatten | Befintlig rinnvag fran
avledning av vatten fran delomradet 1 ska istéllet ledas delomrade 3 kvarstar
delomrade 1 mot genom féreslaget svackdike véaster opaverkad.
féreslagen utokad om befintlig rinnvdg-mot féreslagen

damm

Dike langs [
Limhagsvagen |

—

Foreslagen
utloppsledning fran
féreslagen utékad

| damm. Utfiéde fran
féreslagen damm
ska inte 6ka
gentemot dagens
utfléde fran befintlig

Befintlig rinnvég
fran delomrade 3
kvarstar
opaverkad.

| utokad vat
damm med
ytbehov pa ca
450 m?

PR ] Avskarningspunkt. Befintlig
Ny rinnvag (nytt svackdike) rinnvag fran delomrade 2
for aviedning av vatten skérs av har. Vatten fran

ggloTréde 2t?:(0t da delomrade 2 leds genom
i i _ féreslagen utékad damm.

Foreslagen utloppsledning

Foreslagna diken for avledning av vatten fran delomrade 1 och 2

\ Foreslagen kulvert under in/utfart
— Uppskattad placering av befintliga ledningar/kulvert

S—— Rinnvagar med en tillinnande yta pa minst 1 000 m?

X Befintliga rinnvag som skars av

Figur 3 Sammanstélining av befintligt dagvattensystem samt féreslagna atgarder. Figuren visar endast
rinnvégar som har en tillrinnande yta p minst 1 000 m2. Utredningsomradets ungeférliga avgransning
ar markerat i rott. Kélla: SCALGO Live

2.2  Moment med bullrande inslag

Kunderna ansvarar for att sortera och placera sitt avfall pa anvisad plats i
behallare, p& ytor eller pa aviamningsdiskar. Avlamning kan ske 6ver hela dygnet
eftersom anlaggningen utanfoér de bemannade 6ppettiderna aven erbjuder
obemannad service (se beskrivning i kapitel 2.5). Se Figur 2 for placering av
insamlingsplats for de olika fraktionerna. Vid eventuell férandring av placeringar
ska hansyn tas till att mer bullrande moment placeras mer centralt &n mot
fastighetsgréans.

Moment med bullrande inslag som kan uppsta over hela dygnet;

e Vid avlamning i 6ppen container fér fraktionerna metall, planglas samt
porslin och keramik uppstar momentant buller nar det slangda avfallet
traffar det avfall som redan finns i containern. Dessa fraktioner avlamnas
pa en ramp centralt belaget pa fastigheten.

e Nar fraktionen sten och grus lamnas/skottas fran kundens slap till ett
lagflak kan buller uppsta, men inte av samma momentana inslag som de
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tidigare beskrivna fraktionerna. Sten- och grusfraktionen insamlas i ett fack
i den s6dra delen av fastigheten.
Avlamning av Ovriga fraktioner bedoms inte ge upphov till nagot betydande buller.

Moment med bullrande inslag som huvudsakligen uppstar under/i samband med
bemannade dppettider, eller mellan 06—18;

e Utbyte av containrar gérs med anlaggningens hjullastare. Containern
kopplas p4, dras framat och rullas pa hjul som sitter i bakanden.
Verksamheten har en rutin for smorjning av hjulen for att undvika att det
uppstar gnisslande ljud.

e Borttransport av containrar gors med lastvaxlare, bade med och utan slap.
Lastvaxlaren krokar pa containern, lyfter i framanden med hydrauliken och
rullar framat/uppat den pa flaket.

e Packning och ihopsamlande av avfallet i facken gérs med hjullastare och
dess skopa. Lastning av fackens avfall i container infor borttransport sker
med samma arbetsmaskin.

e Lastning for borttransport av fraktionerna "Vitvaror” och "Kyl/frys” gérs med
kranbil upp pa dess flak.

o Komprimator/-er &r kopplade till fraktioner som insamlas vid rampen.
Komprimatorn arbetar nar den aktivt igangsatts under bemannade
Oppettider.

2.3  Mottagningskontroll

Avfallet i respektive insamlingsbehallare kontrolleras kontinuerligt av personalen.
Om avfall lamnats i icke avsedd behallare, plockar personalen upp det felsorterade
avfallet och lagger i avsedd behallare. Disken for farligt avfall ar bemannad stérre
delen av tiden och &r under uppsikt nér den & obemannad. Mottagningen av farligt
avfall ar strategiskt placerad for att mojliggora detta.

Det ar inte mojligt att kontrollera varje enskild avliamning. Om avfall upptacks som
inte ingar i verksamhetens tillstand flyttas avfallet till en plats avsedd for felavfall,
dar farligt avfall respektive icke-farligt avfall ar separerade. Vid sddan handelse
skickas en avvikelserapport till tillsynsmyndigheten med uppgift om avfalltyp,
tilltdnkt mottagningsanlaggning och transportor.

Borttransport av avfall till lamplig behandlingsanlaggning samt aterlamning av
tomma containrar sker med godkand entreprendr. Anlaggningen har ingen vag
utan fraktionerna vags vid mottagningsanlaggningarna. Alla avfallstyper och
mangder som tas emot pa anlaggningen redovisas i den arliga miljorapporten.

2.4  Stadning

Stadning sker regelbundet for att halla anlaggningen i vardat skick. Grundligare
stadning sker med vat sopning av sopvals kopplat till hjullastare. Under
Oppettiderna stadas omradet kontinuerligt nar behov uppstar. Detta sker genom
sopning och att skrap plockas for hand. Lovblas finns ocksd som stadredskap.

2.5  Oppettider

Nuvarande bemannade dppettider for kunder redogors i Tabell 1. Oppettiderna kan
komma att &ndras om behov finns i framtiden.
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Tabell 1 Nuvarande bemannade oppettider pd AvC:n.

Dag Oppettider &ret runt
Mandag 09.00 - 15.00
Tisdag 09.00 - 15.00
Onsdag 12.00 — 19.00
Torsdag 12.00 — 19.00
Fredag 09.00 — 15.00
Lordag 09.00 - 12.00
Séndag Stangt

Utover bemannade Oppettider &r anldggningen sedan maj 2025 tillganglig dygnet
runt fér kunder som erhallit ”AVC Anytime”, vilket beskrivs nedan.

2.5.1 Beskrivning av "AVC Anytime”

"AVC Anytime” innebér att privatpersoner eller verksamheter far tillgang till
anlaggningen utanfor ordinarie 6ppettider efter att ha genomgatt en kortare
utbildning. Syftet med systemet ar att 6ka tillgangligheten fér kommuninvanarna pa
ett kostnadseffektivt satt. Kunden debiteras en arsavgift, i dagslaget 250 kr.

Fér tilltrade till AVC:n kér bestkaren fram till grinden dar bilens registreringsskylt
scannas. Efter inpassering blir kunden uppmanad att stanna innanfér grinden i 20
sekunder for att sakerstalla att ingen annan smiter in. Inne pa anlaggningen lamnar
kunden sitt avfall p& ratt plats for de olika avfallsfraktionerna. Ar kunden osaker pa
hur avfallet ska sorteras hénvisas den till verksamhetens app "Mitt DVA”. Vid
utpassering 6ppnas grinden automatiskt nar bilen kommer nara. Kunden ska pa
samma satt som vid inpassering stanna i 20 sekunder innan den kor i vag.

Kameradvervakning av anlaggningen mojliggor kontroll av eventuella avvikelser vid
sortering och efterlevnad av ordningsregler.

2.6  Anlaggningens drifttider

Aktiviteter inom anlaggningen sé som avfallshamtning, lastning av avfall,
ihopsamlande av avfall, stadning av ytorna mm. bedrivs i méjligaste man utanfor
AVC:ns bemannade dppettider for att undvika risker och stérningar for besokare.
Aktiviteter som ger upphov till buller utférs vanligtvis vardagar 06—18.

3  Lagring och hantering

3.1 Farligt avfall

Smaskaligt farligt avfall aviamnas av kunden vid en miljéstation kallad FA-utrymmet
som ar bemannad eller under uppsikt av personal i naromradet. Farligt avfall som
lamnas vid FA-utrymmet sorteras i uppmaérkta behéllare. Det kan vara syror, baser,
oxidationsmedel och bekampningsmedel. Brandfarliga gaser forvaras i skap
utanfér FA-utrymmet markt med farosymbolen fér gas under tryck.

Spillolja téms i trdg med mojlighet for behallare att st och droppa ur. Spilloljan frén
traget leds till tank/behallare. Glykol toms i fat. Losningsbaserad farg forvaras i
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magnumboxar. Behallare som innehallit olja och glykol téms dropptorra och
sorteras som brannbart avfall eller forpackningar (bréannbart om de ej blir
dropptorra). Det farliga avfallet klassificeras och packas enligt ADR-lagstiftningens
krav i speciella kartonger. Dessa forvaras pa hyllsystem inne i FA-utrymmet i
avvaktan pa borttransport. For klassificering och sortering av sméakemikalier anlitas
en extern kemist.

FA-utrymmet ar vaderskyddat och allt flytande farligt avfall férvaras i invallat
utrymme med uppsamlingsbrunn. Uppsamlingsbrunnen utgor sekundart skydd och
rymmer den storsta behallarens volym samt 10 % av 6vriga behallares volymer.
Besokarna har inte tilltrade till lagerutrymmet for farligt avfall.

Vitvaror samt kyl och frys forvaras pa hardgjorda ytor. Forvaring av traavfall klassat
som farligt avfall sker i 6ppen container. Asbest férvaras i sluten och Iast container.
Blybatterier forvaras vaderskyddat i tata syrafasta behallare. Diverse elektronik och
elskrot samlas in pa& nederbordsskyddad hardgjord yta och lagras i for &ndamalet
lampliga behallare inomhus. Containrar, uppstallningsplats for vitvaror och kyl/frys
och forvaringskarl for farligt avfall ar tydligt uppmarkta for att forenkla sorteringen
for besokaren.

AVC:n tar inte emot explosivt avfall men har beredskap for det i handelse att
sadant avfall patraffas. Av den anledningen omfattar ansékan dven explosiva
varor. Sékerhetsklassat skap finns att tillga for explosiva varor.

Elavfall med producentansvar omhandertas av El-kretsen. Traavfall som klassas
som farligt avfall transporteras bort och behandlas vid godkanda
forbranningsanlaggningar. Ovrigt farligt avfall hamtas av godkand transportor for
transport till godk&nd mottagare. Entreprentrer och mottagare av avfall upphandlas
och kan darmed komma att &ndras.

3.2 Icke-farligt avfall

Icke-farligt avfall avliamnas av kunden p& anvisade platser. | anslutning till
insamlingsplats/container ar det tydligt skyltat vilka avfall som ska lamnas pa
respektive plats.

Samtliga fraktioner av icke-farligt avfall, med undantag av tradgardsavfall och dack
utan falg, forvaras i containrar. Totalt finns ca 20 containrar i bruk p& anlaggningen.
Ett antal tomma containrar finns fér utbyte innan hamtning.

Avfall som lamnas till fraktionen "energiatervinning” med férbranning som
behandling ska lamnas i genomskinlig plastsack. | denna fraktion [Amnas &ven
invasiva vaxter och det ges information om att den genomskinliga plastsécken ska
vara val forsluten.

For effektivare hantering och farre transporter komprimeras vissa fraktioner,
exempelvis wellpapp, med komprimator pa containern. Dar det ar funktionellt
packas aven containrar med skopa och containerpackare (packarm).

3.3  Forberedelse av avfall for ateranvandning

Forberedelse for ateranvandning innebar enligt 15 kap. 6 § miljdbalken att
kontrollera, rengora eller reparera ndgot som ar avfall sa att det kan ateranvandas
utan ytterligare behandling (Naturvardsverket, 2024). Forberedelse for
ateranvandning ar en del av miljobalkens definition av att atervinna avfall.

| dag bedrivs insamling av aterbruksartiklar och byggatervinning i relativt liten
skala. AVC:n tillhandahaller skyltade ytor dar kunden kan avlamna sitt material
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eller produkter i syfte att skanka till aterbruk. Det fortsatta flodet av artiklar drivs i
nuldget av bistdndsorganisationen PMU® som hamtar avfallsartiklarna fran AVC:n
med dverenskomna intervall eller vid behov.

| dagslaget har DVAAB inte nagra planer pa att forandra nuvarande arbetssatt.
Kommunerna arbetar dock alltmer med att framja férebyggande och
ateranvandning av avfall i enlighet med avfallshierarkin. Férberedelse for
ateranvandning av kommunalt avfall ar en del av det kommunala ansvaret
(AvfallSverige, 2021). Déarav kan arbetssatt framdver komma att férandras och
utvecklas.

4  Avfalltyper och mangder
4.1  Farligt avfall

4.1.1 Avfallstyper

Farligt avfall tas emot fran hushall. Elavfall och annat farligt avfall som omfattas av
producentansvar samt traavfall klassat som farligt avfall tas emot fran
verksamheter. De typer av farligt avfall som verksamheten avser ta emot redovisas
i Tabell 2.

Tabell 2 Tabellen redovisar typer av farligt avfall som verksamheten avser ta emot tillsammans med
kapitel (tvasiffrig kod) och underkapitel (fyrsiffrig kod) enligt avfallsférordning (2020:614) bilaga 3.

15 Forpackningsavfall; absorbermedel, torkdukar, filtermaterial och skyddsklader som
inte anges pa annan plats

1501 Forpackningar (&ven kommunalt férpackningsavfall som anges i 20 01 men som har
samlats in separat)

1502 Absorbermedel, filtermaterial, torkdukar och skyddsklader

16 Avfall som inte anges pa annan plats i forteckningen

16 01 Uttjanta fordon fran olika transportmedel (aven maskiner som inte &r avsedda att anvandas

pa vag) och avfall fran demontering av uttjanta fordon och fran underhall av fordon (utom
13, 14, 16 06 och 16 08)

16 02 Avfall fran elektrisk och elektronisk utrustning

16 03 Produktionsserier som inte uppfyller uppstallda krav och oanvanda produkter
16 04 Kasserade sprangamnen

16 05 Gaser i tryckbehallare och kasserade kemikalier

16 06 Batterier och ackumulatorer

17 Bygg- och rivningsavfall (aven uppgravda massor fran férorenade omraden)
17 01 Betong, tegel, klinker och keramik

17 02 Tra, glas och plast

17 03 Bitumenblandningar, stenkolstjara och tjarprodukter

17 04 Metaller (aven legeringar av dessa)

17 06 Isolermaterial och byggmaterial som innehaller asbest

17 08 Gipsbaserade byggmaterial

17 09 Annat bygg- och rivningsavfall

! Pingstmissionens utvecklingssamarbete
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18 Avfall fran sjukvard och veterinarverksamhet eller darmed forknippad forskning
(utom koks- och restaurangavfall utan direkt anknytning till patientbehandling)

18 01 Avfall fran férlossningsavdelningar, diagnos, behandling eller férebyggande av sjukdomar
hos ménniskor

20 Kommunalt avfall (hushallsavfall och liknande handels-, industri- och
institutionsavfall) dven separat insamlade fraktioner

2001 Separat insamlade fraktioner (utom 15 01)

| den arliga miljorapporteringen kommer sexsiffriga avfallskoder for mottaget avfall
redovisas.

4.1.2 Mangder

| dag lagras som en del av insamling ca 520-560 ton farligt avfall per &r. Prognos
fér mangder av farligt avfall i ansokt verksamhet redovisas i Tabell 3.

Tabell 3 Insamlade mangder farligt avfall 2024 samt prognos for mangder insamlat och lagrat farligt
avfall for ansokt verksamhet.

Fraktioner farligt avfall Insamlade méangder Prognos for ansdékt ~ Ansdkt verksamhet
2024 (ton) verksamhet ar (ton per maximalt vid nagot
ar) tillfalle (ton)
Olja 12
Blybatterier 21
Elektriska eller elektroniska 264
produkter,
Impregnerat tré (klassat som farligt 142
avfall)
Andra fraktioner (exempelvis ca 100

sméakemikalier, asbest)

Totalt farligt avfall 539 800 72

4.2  Icke-farligt avfall

4.2.1 Avfallstyper

Icke-farligt avfall tas huvudsakligen emot fran hushall, men &ven en mindre del fran
foretag. De typer av icke-farligt avfall som verksamheten avser ta emot redovisas i
Tabell 4.

Tabell 4 Tabellen redovisar typer av icke-farligt avfall som verksamheten avser ta emot tillsammans
med kapitel (tvasiffrig kod) och underkapitel (fyrsiffrig kod) enligt avfallsforordning (2020:614) bilaga 3.

15 Forpackningsavfall; absorbermedel, torkdukar, filtermaterial och skyddsklader som
inte anges pa annan plats

1501 Forpackningar (aven kommunalt férpackningsavfall som anges i 20 01 men som har
samlats in separat)

1502 Absorbermedel, filtermaterial, torkdukar och skyddsklader

16 Avfall som inte anges pa annan plats i férteckningen
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16 01 Uttjanta fordon fran olika transportmedel (Aven maskiner som inte &r avsedda att anvandas
pa vag) och avfall fran demontering av uttjanta fordon och fran underhall av fordon (utom
13, 14, 16 06 och 16 08)

16 02 Avfall fran elektrisk och elektronisk utrustning

16 03 Produktionsserier som inte uppfyller uppstéllda krav och oanvanda produkter

16 05 Gaser i tryckbehallare och kasserade kemikalier

16 06 Batterier och ackumulatorer

17 Bygg- och rivningsavfall (dven uppgravda massor fran férorenade omraden)

17 01 Betong, tegel, klinker och keramik

17 02 Tré&, glas och plast

17 03 Bitumenblandningar, stenkolstjara och tjarprodukter

17 04 Metaller (&ven legeringar av dessa)

17 05 Jord (&ven uppgravda massor fran fororenade omraden), sten och muddermassor

17 06 Isolermaterial och byggmaterial som innehaller asbest

17 08 Gipsbaserade byggmaterial

17 09 Annat bygg- och rivningsavfall

20 Kommunalt avfall (hushallsavfall och liknande handels-, industri- och
institutionsavfall) aven separat insamlade fraktioner

2001 Separat insamlade fraktioner (utom 15 01)

20 02 Jord och sten

20 03 Annat kommunalt avfall &n det som anges i 20 01 och 20 02

| den arliga miljorapporteringen kommer sexsiffriga avfallskoder for det mottagna
avfallet redovisas.

4.2.2 Mangder

| dag lagras som en del av insamling ca 5 500 ton icke-farligt avfall per ar. Prognos
for mangder per ar och tillfalle i ansokt verksamhet redovisas i Tabell 5. Det
forvantas ingen storre 6kning av mangder icke-farligt avfall, eftersom
aterbruksverksamheten férvantas medfora att del av det insamlade avfallet kan
aterbrukas i stallet for att atervinnas.

Tabell 5 Insamlade méngder icke-farligt avfall 2024 samt prognos fér méngder insamlat och lagrat icke-
farligt avfall i ansokt verksamhet.

Fraktioner icke-farligt avfall Insamlade Prognos for ansdékt ~ Ansokt verksamhet

mangder 2024 verksamhet (ton per &)  maximalt vid nagot

(ton) tillféalle (ton)
Kommunskrot 441 463
Forpackningar 141 148
AVC-plast 49 51
Wellpapp 37 39
Bocker 36 38
Dack med falg, ej producentansvar 19 20
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Déck, bilretur 2,6 3
Grovt brénnbart 113 119
Brannbart avfall 286 300
Energiatervinning 404 424
Stoppade mobler 93 98
Deponifraktioner 250 262
Fyllnadsmassor 321 337
Gips (Bygg o Riv) 86 90
Park- och Tradgardsavfall 537 564
Ris 807 847
Planglas 58 61
Latrin 10 11
Tra 1688 1772
Forberedande av avfall for ateranvandning - 1000
Totalt Icke-farligt avfall 5379 Ca 6 647 300

5  Transporter

Transporter till och fran verksamheten kan delas in i tunga transporter och
personbilar. De tunga transporterna utgors av avfallstransporter fran verksamheten
till mottagningsanlaggningar. Transporter med personbilar utgérs av kunder i form
av privatpersoner, foretagare och personal. Utéver detta har anlaggningen
arbetsmaskiner i form av en stationar hjullastare som anvands inom anlaggningen.

En prognos for antal trafikrorelser per dag har gjorts utifrdn dagens besokarantal
och framtida mangder, vilket innebar en uppskattad 6kning av transporter med
25%. Prognosticerade trafikrorelser redovisas i Tabell 6.

Tabell 6 Prognosticerade trafikrorelser for olika fordonsslag till och fran verksamheten i nuvarande och
ansokt verksamhet.

Fordonstyp Antal Nuvarande Prognos  Ansokt
trafikrérelser verksamhet, for verksamhet,
per ar i ADT framtida  ADT (arsdygns-
nuvarande (arsdygns- trafik- trafik)
verksamhet trafik) rorelser

per ar

Tunga 410 1,12 510 1,4

transporter

Personbilar 111 000 304 138 750 380

med och

utan slap

Page 21 of 52 Sida 12 av 17



@
SWECO ﬁ

Inpasseringssystemet tillhandahaller statistik for trafikflodet under dygnets olika
timmar, vilket redovisas i tabell 7. Statistiken redovisas med start fér AVC Anytime
for perioden 12 maj 2025 — 10 december 2025 och omfattar totalt 213 dagar.

Tabell 7 Statistik for trafikflddet under en tidsperiod pa 213 dagar for dygnets olika tidsspann. Under
tidsperioden har AVC Anytime varit aktivt.

Tidsspann 06.00-18.00 18.00-22.00 22.00-06.00
Antal fordon 62 381 2541 119
Antal fordon per 293 12 0,6

dygn i genomsnitt

En brakdel av transporterna har utgjorts av tung transport (tidig morgon innan
06.00), medan Ovriga transporter utgérs av personbilar.

6  FOrbrukning av kemikalier

Kemiska produkter som anvands inom den egna verksamheten ar huvudsakligen
avsedda for underhall av maskiner, exempelvis smorjoljor. For verksamheten
anvands kemikaliehanteringssystemet iChemistry som ar en férteckning dver den
egna verksamhetens forbrukning av kemikalier. Forteckningen uppdateras arligen
samt vid behov. De kemikalier som anvands ska ha ett sakerhetsdatablad.

| enlighet med miljébalkens regel om produktval ska en bedémning goras vid inkdp
av kemikalier om det finns andra alternativ med samma kvalitetsegenskaper men
med battre miljdegenskaper till ett rimligt pris. Sékerhetsdatablad ska begéaras for
produkter som inte har kdpts in tidigare.

Driftchef pa AVC &r ansvarig for kemikalieférteckningen och sékerhetsdatablad.
For rutinerna kring inkdp av kemikalier har respektive inkdpare ansvar for
efterlevnaden.

7  Risker och riskhantering

Nedan redovisas risker som identifierats inom verksamheten i samverkan mellan
verksamhetsutovare och konsult. Identifierade risker har analyserats och atgarder
har faststallts for att minska dessa risker. De flesta atgarderna utfors redan idag
men kan sakna skriftliga rutiner i egenkontrollen, vilket kommer att kompletteras i
kommande kontrollprogram.

7.1  Utslapp av kemikalier vid olyckor eller lackage

Beddmda risker Riskhantering

Behallare for flytande farligt avfall gar Behallare ska vara godkanda for
sonder sitt andamal.

Behallare for farligt avfall tappas vid All lastning ska ske av personal
lastning. med rétt behorighet. Personal

som lastar ska ha "Karintyg" fran
ansvarig fran bolaget eller pa
delegation. Absorptionsmedel
och invallningsmaterial for
dagvattenbrunnar ska finnas
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tillgangliga och kunna anvandas
snabbt.

Koldmedia lacker fran kyl och frysvaror.

Kyl och frysvaror ska hanteras
extra varsamt.

Slangbrott pa
fordon/maskiner/komprimator

Absorptionsmedel och
invallningsmaterial for
dagvattenbrunnar ska finnas
tillgangliga och kunna anvandas
shabbt. Vid storre utslapp ska
utgdende vatten fran omradet
stdngas av och samlas upp i
dagvattendammen.

Diffusa utslapp av kemikalier eller oljor

Kunskap hos personal ska finnas.
Synliga spill ska omedelbart
omhéndertas med
absorptionsmedel.

Kemikalier som inte godkéants och
riskbeddémts anvands inom
verksamheten.

Rutiner och instruktioner ska
finnas kring inkdp och
substitutionsprincipen ska
tilampas. Kemikalieforteckning
med riskbedémning ska vara
upprattad.

7.2  Hantering av farligt avfall

Beddmdarisker

Riskhantering

Lagring

Kemiska produkter och flytande farligt

avfall ska hanteras och lagras under tak.

Ytor dar flytande kemiska produkter och
flytande farligt avfall férvaras ska vara
invallade eller férsedda med motsvarande
skydd som innebar att spill, lackage och
fororenat vatten kan samlas upp.
Invallningen i miljéstationen ska vara ratt
dimensionerad. Fargavfall vattenbaserat
ska forvaras i tata behallare.

Fargavfall I6sningsbaserat ska forvaras i
behallare godkand for andamalet.

Spillolja lagras i tank med sekundérskydd.
Tank besiktigas.

Elektriskt avfall ska forvaras
nederbdrdsskyddat och pa hardgjord yta.

Traavfall som klassas som farligt avfall
ska férvaras i container.

Blybatterier ska forvaras i tata syrafasta
behallare skyddat fran nederbord.
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Litiumbatterier ska férvaras brandséakert
vilket kan géras med att lagga batterierna

i vermeculit.
Forvaring av vitvaror och kyl- All mottagning och lagring ska ske pa
och frysmadbler. hardgjorda ytor.
Fel avfallstyper tas emot/avfall Under bemannade dppettider ar
sorteras fel mottagningen antingen stationart

bemannad eller under uppsikt. Personal
som arbetar med mottagning av farligt
avfall har specifik utbildning for detta.

7.3 Brand

Beddmdarisker

Riskhantering

Anlagd brand vid intrang, inbrott,
skadegorelse

AVC:ns verksamhetsomrade ska ha
fullgott skalskydd. Anlaggningen ska
vara last eller pa annat satt
otillgénglig fér obehdoriga.

Bristfallig brandskyddsutrustning

Systematiskt brandskyddsarbete
(SBA) ska bedrivas. SBA ska omfatta
brandinstallationer, brandskydd,
instruktioner, rutiner, organisation
mm.

Brand uppstar efter Heta arbeten

Endast personal med utbildning i
Heta arbeten far hantera och tillata
arbeten.

Brand uppstar i container som ar full
och invéantar borttransport

Containrarna ska inte sta uppstallda i
direkt anslutning till byggnader.

Brand uppstar i container eller
komprimator vid rampen

Vid stdngning av bemannad 6ppettid
ska anlaggningen avsynas bl.a. med
avseende pa rok/brand. Brannbara
fraktioner ska inte lagras I6st i s&
stora méangder att brandgata till
andra l6st lagrade brannbara
fraktioner inte kan hallas. Om det
under Oppettider uppstar brand ska
container eller komprimatorn dras
bort fran sin plats till fri yta déar
spridning av brand minimeras och
slackarbete kan genomforas.

Brandfarliga varor hanteras

Tillstdnd for brandfarliga varor ska
finnas, vilket reglerar mangder och
forvaring.

Plan for atgarder och beredskap finns
inte

Beredskapsplan ska upprattas i
samrad med den lokala
raddningstjansten och vara kand av
personal.
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Slackvatten uppstar, rinner ner i Anordning for uppsamling av
dagvattenbrunnarna och ut fran slackvatten ska anlaggas inom
anlaggningen. verksamhetsomradet.

7.4  Skyfall
Beddmda risker Riskhantering
Skyfall 10 ars regn Fastigheten ska anlagga en

dagvattendamm/yta som férdréjer
vattenmangden vid skyfall.

8 Kontroll av verksamheten

Verksamheten kommer att uppréatta ett kontrollprogram med faststalld och
dokumenterad fordelning av det organisatoriska ansvaret for lagar, regler och
tillstand. Kontrollprogrammet ska beskriva hur verksamheten sakerstaller att
utrustning for drift halls i gott skick, den egna kemikaliehanteringen samt agerande
férebyggande, under och efter driftstérningar som kan leda till olagenheter for
manniska och miljo.

En beredskapsplan kommer att upprattas som omfattar agerande vid handelser
som brand, utslapp av kemikalier och oljor och liknande héndelser/olyckor s& att
olagenheter och skador for manniska och miljo inte uppstar.

9  Avwveckling

Innan verksamheten laggs ner kommer verksamhetsutdvaren i god tid inge en
avvecklingsplan till tillsynsmyndigheten. Avvecklingsplanen ska innehalla en plan
for:

¢ Bortskaffning av samtligt farligt avfall
¢ Bortskaffning av samtligt icke-farligt avfall

¢ Omhandertagande och eventuell rengéring av samtlig utrustning med
redovisning av mottagare for respektive utrustning

e Eventuell rivning av byggnader och andra anlaggningsdelar som
exempelvis L-stdd och legodelar till avfallsfack

Verksamheten ska ocksa utreda om behov av marksanering foreligger. Om
marksanering kravs ska de atgarder som avses genomforas redovisas i planen.

Vid avslutad avveckling ska en redovisning av atgarderna som beskrivits i
avvecklingsplanen inlamnas. Avvecklingsplanen ska aven redovisa uppkomna
rengoringsrester, avfallstyper, avfallsmangder, restprodukter och
omhéandertagande.
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Bilaga 2 till ansokan om tillstand enligt kapitel 9
Miljobalken for Limhagens atervinningscentral
Dala Vatten och Avfall AB
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Icke teknisk sammanfattning

Dala Vatten och Avfall AB ansdker om tillstand for fortsatt och utokad
avfallsverksamhet pa Limhagens atervinningscentral i Leksand. Verksamheten
bedrivs idag som en anmalningspliktig verksamhet med beslut utfardat
2002-10-03 av Miljé- och halsoskyddsnamnden, Leksands kommun. Ansékan
om fortsatt och utdkad verksamhet avser primart 6kning av mangder for lagring
av farligt avfall.

Detta forenklade underlag har tagits fram med utgangspunkt fran
bestammelserna i 6 kap. 47 § miljdbalken, de uppgifter och synpunkter som
framkommit under samradet samt vad som i 6vrigt framkommit i genomférda
inventeringar och utredningar. Syftet med underlaget ar att géra det mdjligt att
bedoma de vasentliga miljoeffekterna den ansokta verksamheten kan fa for
ménniskors hélsa och miljon.

Verksamhetsbheskrivning

Verksamheten omfattar en befintlig atervinningscentral (fortsattningsvis AVC).
P& AVC:n kan hushall, och till begrdnsad omfattning och mot betalning dven
foretag, lamna avfall. Det avfall som insamlas for lagring omfattar farligt och
icke-farligt avfall inklusive avfall som tas emot for ateranvandning. Maximalt
kommer 72 ton farligt avfall och 300 ton icke-farligt avfall att lagras per tillfalle.

| ansokt verksamhet kommer befintlig dagvattendamm att uttkas, vilket
mojliggor uppsamling av skyfallsregn och slackvatten och ger en béttre rening
av dagvattnet.

Samréad

Samradsmote holls med Lansstyrelsen Dalarnas lan och Miljgenheten i
Leksands kommun den 11 april 2025. Samrad har aven skett med berérda
myndigheter, narboende och narliggande verksamheter och allménheten.
Information om samradet med samradsunderlag har funnits tillganglig pa
bolagets hemsida under samradstiden som avslutades i mitten av juni 2025.

Lansstyrelsen Dalarnas lan har i beslut 2025-06-27 (dnr. 2187-2025) meddelat
att ansokt verksamhet inte kan antas medféra en betydande miljopaverkan.

Lokalisering och omgivning

Limhagens AVC &r belagen 1,8 kilometer norr om Leksand centrum pa
fastigheten Noret 2:73. Fastigheten ligger i vastra delen av Limhagens
industriomrade. Narmaste bostader ligger cirka 230 meter vaster om
anlaggningen. Fér omradet galler detaljplan L471 Noret 2:27 m.fl (Limhagen)
frdn 1993.

Anlaggningen ligger inom omrade av riksintresse for friluftsliv benamnt
Siljansomradet. Ansokt verksamhet kommer inte att paverka forutsattningarna
for riksintresset eftersom ingen ny mark kommer att tas i ansprak.

Ingen paverkan bedéms ske pa naturreservaten Lugnet-Barkdal och Akersén
pa grund av avstanden fran verksamheten.

Limhagens AVC ligger inom avrinningsomréde dér Limsjén &r den priméra
recipienten. Limsjon ar utpekat som Natura 2000-omrade.

Cirka 3 kilometer séder om Limhagens AVC ligger vattenskyddsomradet
Mijalgen. Det ar inte sannolikt att verksamheten kan komma att paverka
vattenskyddsomradet Mjalgen eftersom vatten fran verksamhetsomradet leds
bort frn vattenskyddsomradet.
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Miljéeffekter

Verksamhetens paverkan genom buller bedéms medféra mattliga negativa
konsekvenser for narboende eftersom frekvensen av bullrande aktiviteter samt
transporter kommer att 6ka med upp till 25%.

Konsekvenserna av verksamhetens utslapp till vatten bedoms vara sméa och
halterna minskar i ansdkt verksamhet jamfért med dagslaget. Utslapp av fosfor
kan ge en mojlig lokal paverkan pa vattenkvaliteten i recipienten Limsjon, men
inga matbara forandringar av medelhalter i sjon bedéms uppsta. Av den
anledningen beddms verksamheten inte aventyra vattenférekomstens
mojligheter att uppna gallande miljokvalitetsnormer. Inga negativa effekter
bedoms heller uppsta for de arter och naturtyper som avses skyddas i Natura
2000-omradet Limsjon

Inget matavfall eller kommunalt restavfall hanteras vid anlaggningen. Det finns
rutiner for agerande om felsorterat avfall skulle komma in. Risken att
luktolagenheter uppstar vid anlaggningen beddoms darfor som liten. Nagra
negativa konsekvenser for omgivningen avseende lukt beddms inte uppsta.

De risker som identifierats i verksamheten &r kopplade till utslapp av kemikalier
vid olyckor eller lackage, hantering av farligt avfall, brand och skyfall med
anledning av klimatforandringar. Verksamheten bedriver ett systematiskt
brandskyddsarbete och har rutiner foér agerande i handelse av olycka. Riskerna
med den ansokta verksamheten beddéms med vidtagna skyddsatgéarder vara
sma.

Alternativ

Inom ramen for projektet har alternativa lokaliseringar dvervéagts, varvid aktuell
lokalisering anses lamplig med hansyn till verksamhetens andamal och effekter
pa manniskors halsa och miljo enligt 2 kap. 6 § miljobalken.

Om ansokt verksamhet inte tillats kommer verksamheten att fortsatta bedrivas
inom ramen for nuvarande anmaélan och nagon 6kad lagring av avfall kommer
inte att ske.
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Huvudman for verksamheten
Organisationsnummer
Anlaggningsnummer

Ansvarig for drift och skotsel

Kontaktperson for ansdkan

Postadress

Fastighetsbeteckning

Koordinater

Fastighetsagare
Besoksadress

Kommun

Lan

Prévningsmyndighet:
Tillsynsmyndighet
Uppdragsansvarig konsult
Telefon

Epost

Administrativa uppgifter

Leksands Vatten AB
556714-8555

2029-179

Dala Vatten och Avfall AB

~ Dala Vatten

B och Avfall AB
Joakim Fernstrom,

joakim.fernstrom@dvaab.se

Dala Vatten och Avfall AB
Box 234
793 25 Leksand

Noret 2:37

SWEREF 99 TM
N 6734590, E 500105

Leksand Vatten AB
Limhagsvagen 23
Leksand

Dalarna

Lansstyrelsen i Dalarnas lan

Miljoenheten i Leksands kommun

Eva Aronsson
+46 (0) 72 190 20 03

eva.aronsson@sweco.se
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2  Inledning

Utvecklingen inom avfallshanteringen gar standigt framat och majligheten till
avyttring av fler utsorterade fraktioner okar. Lagstiftning stéller allt hogre krav
bade pa individen och kommunen gallande kallsortering och insamling. Trenden
pekar pa att insamlingen av avfall bor vara forberedd for fler fraktioner an idag
och for att mota okade krav pa arbetsmiljo, sékerhet och tillganglighet

Dala Vatten och Avfall AB avser darfor att ansoka om tillstand for fortsatt och
utokad avfallsverksamhet pa Limhagens atervinningscentral i Leksand.
Verksamheten bedrivs idag som en anmélningspliktig verksamhet med beslut
utfardat 2002-10-03 av Milj6- och halsoskyddsndmnden, Leksands kommun.

Ansdkan om fortsatt och utdkad verksamhet avser priméart 6kning av mangder
for lagring av farligt avfall, féranlett av att dagens begransning pa lagring av
maximalt 1 ton "1 andra fall” ar for liten.

Lansstyrelsen Dalarnas lan har i beslut med diarienummer 2187-2025 meddelat
att ansokt verksamhet inte kan antas medféra en betydande miljopaverkan.
Foljande dokument ar ett férenklat underlag enligt 6 kap. 47 § miljdbalken fér en
bedémning av de vasentliga miljdeffekter som verksamheten kan forvantas ge
upphov till.

3  Ansotkans omfattning

Dala Vatten och Avfall AB ansdker om tillstand for att lagra farligt avfall och
icke-farligt avfall som en del av insamlingen samt att forbereda avfall for
ateranvandning. Den ansokta verksamheten omfattar nedan angivna
verksamheter och mangder;

e lagring som en del av att samla in farligt avfall med hogst 72 ton per
tillfalle och hogst 800 ton per kalenderar (90.50B),

e lagring som en del av att samla in icke-farligt avfall med hogst
300 ton per tillfalle och hogst 7 000 ton per kalenderar (90.40C),

o yrkesmassigt forbereda avfall for ateranvandning (90.29C)

4  Samrad

Ett undersokningssamrad har genomforts for att utreda om verksamheten ska
antas medfora betydande miljopaverkan eller inte.

Samradsmote holls med Lansstyrelsen Dalarnas léan och Miljgenheten i
Leksands kommun den 11 april 2025. Samrad med 6vriga myndigheter
kommunicerades via e-post den 17 april 2025. Annonsering i den lokala
tidningen Falukuriren gjordes under vecka 17 (21-27 april). Brev skickades till
narboende och narliggande verksamheter mellan den 19-21 maj dar
samradskretsen utgjordes av en radie pa 500 meter fran verksamheten. For
allmanheten i évrigt har information om samradet med samradsunderlag funnits
tillganglig pa bolagets hemsida under samradstiden. Sista dagen for
infAmnande av synpunkter sattes i informationen till den 19 maj férutom till
sarskilt berérda som i brevutskicket fick information om att sista dagen var 13
juni.

Utover de synpunkter som inkom under samradsmotet med Lansstyrelsen
Dalarnas lan och Leksands kommun, vilka redovisas i protokollet for samradet
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och samradsunderlaget, inkom inga synpunkter. Brandkéaren for Norra Dalarna
understrok att verksamheten idag saknar tillstand for brandfarlig vara.

For fullstandig samradsredogorelse, se Bilaga 3 och dess underbilagor till
Ansdkan. Dar redogors for vilka organisationer och myndigheter samt prickkarta

Over sarskilt berorda som ingatt i samradet.

5 Innehall i det forenklade underlaget

Av Lansstyrelsens beslut (diarienummer 2187-2025) foljer att ett férenklat
underlag ska tas fram. | beslutet lyfter Lansstyrelsen ett antal aspekter som ska
belysas i ans6kan och det forenklade underlaget. Nedan redogors for

aspekterna och var i dokumentet de behandlas:

Buller

Sokanden bor redovisa verksamhetens paverkan vad galler
buller till omgivningen, inklusive trafikbuller och eventuella
kumulativa effekter fran exempelvis narliggande verksamheter.
Redovisningen bor utga frAn Naturvardsverkets vagledning om
industri- och annat verksamhetsbuller (april 2015). Om
riktvardena i vagledningen dverskrids ska det utredas vilka
atgarder, inklusive kostnader for dessa, som kravs for att na
dessa bullernivaer.

Verksamhetens paverkan
géllande buller och eventuella
kumulativa effekter redovisas i
avsnitt 8.1. Bullerberakningar
har inte genomforts.

Utslapp till mark och vatten

Ur anstkan behover det framga hur tankt verksamhet kan
paverka recipienten Limsjon, samt eventuellt grundvattnet och
respektive miljokvalitetsnorm for vatten. Limsjon &r aven ett
Natura 2000 omrade och hyser arter som ar skyddade enligt
art- och habitatdirektiven.

Verksamhetens paverkan pa
Limsjén genom utslapp till
vatten redovisas i avsnitt 8.2.

Dagvattenreningen bor minst kunna hantera 10-arsregn och
dagvattenhanteringen bér kunna hantera stérre floden om
Oversvamning riskerar medféra fororeningsskada. Vid
berakningar ska en klimatfaktor pa 1,25 tillampas. Redovisa
vilka halter och méngder av féroreningar som uppskattas att
férekomma i dagvattnet raknat per ar. Redovisa daven om det
finns risk for olyckor som kan férorena dagvattnet. Fortydliga
om hérdgjorda ytor ska 6ka inom verksamhetsomradet.

En dagvattenutredning har
genomforts och bifogas som
Bilaga 1). Utredningen har
tillampat en klimatfaktor pa
1,25 och beraknar foérvantade
féroreningshalter i utgdende
dagvatten.

Risker redovisas i avsnitt 8.4.

Det finns inga planer pa att
Oka andelen hardgjord yta
inom omradet.

Redovisa den uppskattade mangden slackvatten som
maximalt kan uppkomma vid en eventuell brand. Redogor
aven for hur slackvattnet kan tas omhand.

Slackvatten ska samlas upp i
befintlig dagvattendamm som
utdkas. Foreslagen damm har
en kapacitet att omhanderta
minst 150 m3slackvatten vilket
beddms vara tillrackligt for att
omhéanderta det slackvatten
som kan genereras vid brand i
personalbyggnaden som
bestar av plat.

Redog0r for hur anlaggningen kan anpassas och gdras mindre
sarbar for klimatrelaterade handelser. Sannolikt kommer fler
tillifallen med extremt vader, och av det finns skal for
verksamheten att se éver méjliga férebyggande atgarder som
syftar till att begransa negativa effekter. Redogoér aven fér om
det finns utpekade fororeningsrisker i samband med
dversvamningar, samt om det fordras sarskilda
skyddsétgarder med anledning av detta. Aspekter som kan
vara lampliga att beakta vid framtagandet av forslag pa
férebyggande &tgérder &r riskzoner fér exempelvis

Dammen ska ha kapacitet att
omhanderta mer dn 150 m®
skyfallsvatten, vilket bedoms
vara tillrackligt.

Med foreslagna atgarder i
kapitel 7 i Bilaga 1 gors
beddmningen att risker for
utslapp fran anlaggningen
forebyggs. Geologiska
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kemikalielager, avfallslager, reningsanlaggningar, markens
hallfasthet, vattentillgang, brandrisk vid varmebdlja etc.

forutsattningar beskrivs i
kapitel 3 i Bilaga 1.

Risker och riskhantering
redovisas i kapitel 7 i den
Tekniska beskrivningen,
Bilaga 1 till Ansokan.

Fororeningshalter berdknas
minska med féreslagna
atgarder. Utslapp till vatten
redovisas i kapitel 8.2.

Nagon utokad brandrisk vid
varmebdlja anses inte
foreligga. Det beddms inte
foreligga nagon brist pa
vattentillgang.

Ovriga aspekter

Redovisa vilka risker det finns for lukt och andra olagenheter
samt vilka skyddsatgarder som kan vidtas for att minska risk
for olagenhet for narboende samt eventuella kostnader for
dessa atgarder.

Kallor till lukt och
skyddsétgarder redovisas i
avsnitt 8.3.

Verksamhetsomradet ligger i narheten av ett vattendrag, darav
behover det redovisas om strandskydd rader eller om det ar
upphévt i detaljplanen. Om strandskyddet rader ska sékanden
motivera varfor anlaggningen behdver ligga inom
strandskyddat omrade.

Eftersom verksamheten som bedrivs &r avfallshantering och
bland annat tradgardsavfall, behéver verksamheten beskriva
hur man arbetar med och vilka rutiner som finns for
mottagande och hantering av invasiva arter.

Detaljplanen namner inget om
strandskydd, och avdelningen
for Samhallsutveckling i
Leksands kommun bekréaftar
att inget strandskydd rader.

Hantering av invasiva arter
redovisas i kapitel 3.2 i
Teknisk beskrivning.

Generellt

Av ansokan och det forenklade underlaget ska det framga vad
som blir skillnad mellan nollalternativet och skt produktion
vad géller till exempel buller samt utsl&app till luft och vatten.
Vidare ska aven verksamhetens kumulativa effekter redovisas.

Nollalternativ redovisas i
avsnitt 9.1. Kumulativa
effekter avseende buller
redovisas i avsnitt 8.1.

Ange yrkande och forslag till villkor och garna en
sammanstallining éver de taganden som sokanden gor.

Yrkan, forslag till villkor samt
sammanstallning av
ataganden redovisas i
Ansokan.

Motivera den igangsattningstid och tillstdndstid som sokanden
yrkar i ansokan.

Motivering till igdngséttningstid
och tillstandstid ges i
Ansokan.

Sokanden behdver redogora for verksamhetens omfattning
samt eventuella foljdverksamheter.

Av ansokan ska det framga vilken mangd icke-farligt
respektive farligt avfall som kommer att samlas in respektive
hanteras pa anlaggningen. Avfallstyper ska redovisas dar det
tydligt framgar vilka av dessa avfallstyper som kommer att
hanteras. Avfallstyperna ska redovisas med den fyrsiffriga
koden for avfall som samlas in och med den sexsiffriga koden
for det avfall som hanteras enligt bilaga 3 till
Avfallsforordningen (2020:614).

Verksamhetens omfattning
beskrivs i Teknisk beskrivning
och i Ansokan. Dar framgar
vilken méngd avfall som enligt
prognos kommer att samlas
in. Anstkan omfattar endast
lagring som en del av att
samla in och darav redovisas
fyrsiffriga koder. Inget avfall
ska behandlas pa
anlaggningen. Sexsiffriga
koder kommer redovisas i den
arliga miljorapporten.

Bifoga samradsunderlaget. Redovisa dven vilka samrad skett
med i form av en sandlista fér organisationer och myndigheter.
Vidare ska en karta bifogas dar det framgar vilka enskilda som
ar sarskilt berorda och har ingatt i samradet. Beskriv hur

Samradsredogorelsen bifogas
Ansokan som Bilaga 3.
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samradet har gatt till, vilka synpunkter som kommit in och
eventuella bemo6tanden av inkomna synpunkter.

Tillstandet ska forenas med ett villkor om ekonomisk séakerhet.
Lamna forslag till ekonomisk sékerhet och redovisa en
berékning av foreslaget belopp som omfattar
mottagningskostnader och borttransport av den maximala
méangden avfall som kan komma att lagras inom
verksamhetsomradet vid ett och samma tillfalle. Lansstyrelsen
anser att sékerheten ska uppraknas enligt konsumentprisindex
dar aret for driftstart utgor bas.

Forslag till ekonomisk
sékerhet ges i Ansdkan och
en berékning redovisas i
Bilaga 5 till Ansokan.

Redovisa pa ett tydligt satt hur den sokta verksamheten
uppfyller kraven i de allménna hansynsreglerna i 2 kap.
miljdbalken.

| Anstkan redogors for hur
verksamheten uppfyller kraven
i de allmanna
hénsynsreglerna.

Redovisa ett tydligt kartmaterial dar féljande framgar:

e  placering av anlaggningsdelar,

placering och hantering av inkommande och
utgaende

material,

vattenfléden inom verksamhetsomradet,
utslappspunkter,

transportvagar,

verksamhetsomradet och

narliggande bostader eller samlad bebyggelse.

Kartor redovisas i MKB, TB
och vattenutredning.

6  Beskrivning av planerad verksamhet

Verksamheten omfattar en befintlig atervinningscentral (fortsattningsvis AVC).
P& AVC:n kan hushall, och till begrdnsad omfattning och mot betalning dven

foretag, lamna avfall.

Det avfall som samlas in for lagring omfattar farligt och icke-farligt avfall
inklusive avfall for som tas emot for ateranvandning. Insamlade mangder per ar

redovisas i Tabell 1 nedan:

Tabell 1 Insamlade méngder i nuvarande och ansokt verksamhet.

Avfallstyp Nuvarande verksamhet Ansokt verksamhet
Farligt avfall 539 ton 800 ton

Icke-farligt avfall 5 500 ton 5 700 ton
Icke-farligt avfall for Uppgift saknas 1 000 ton

ateranvandning

Maximalt kommer 72 ton farligt avfall och 300 ton icke-farligt avfall att lagras per

tillfalle.

En narmre beskrivning av verksamheten finns i Bilaga 1 till Ansékan, Teknisk

beskrivning.

6.1  Transporter

Transporter till och fran verksamheten kan delas in i tunga transporter och
personbilar. De tunga transporterna utgors av avfallstransporter fran
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verksamheten till mottagningsanlaggningar. Transporter med personbilar sker
av privatpersoner, verksamheter och personal.

Enligt den prognos som redovisas i Teknisk beskrivning (Bilaga 1 till ansékan)
kommer antalet tunga transporter att 6ka fran 410 till 510 i ansokt verksamhet.
Personbilstransporter bedéms oka fran cirka 110 000 till 139 000.

Statistik for trafikflodet visar att 95,9 % av transporterna sker mellan 06.00-
18.00, 3,9 % mellan 18.00-22.00, och 0,2 % mellan 22.00-06.00.

Trafiken till industriomradet sker antingen via Limavagen eller Siljansvagen med
anslutning till Limhagsvagen som fran bada hall &r tillfartsvag till AVC:n. Frén
Limavé&gen ligger infarten till Limhagens AVC drygt 500 meter in pa
Limhagsvéagen och fran Siljansvagen ligger infarten cirka 700 meter in (figur 1).

TRANSPORTVAGAR

0 250 500
[ S]]

Teckenférklaring

<+ Transportvégar

— Vag
[ verksamhetsomréde

Siljansvagen |

Figur 1 Anslutningsvagar till Limhagens AVC.
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7 Lokalisering och omgivning

Limhagens AVC &r belagen 1,8 kilometer norr om Leksand centrum pé
fastigheten Noret 2:73, se lokalisering i Figur 2.

== T \ o]
o Py \ e 3 OVERSIKTSKARTA

Limhageh vy 4 Skala (A4): 1:3 000

Xyl i =4o 100 Meter

TECKENFORKLARING

Verksamhetsomrédet
Leksand Noret 2:37

Version: 1
Datum: 2025-02-10
mer: 30080011-001

Upp ro: E. Aro
Edilor: P. Wiatrzyk-Polka

@
SWECO ﬁ

Figur 2 Oversiktskarta som visar verksamhetens lokalisering i forhallande till ndrmsta tétort
Leksand.

Fastigheten ar drygt 3 hektar varav cirka 1,8—2 hektar utgdr verksamhetsyta.
Ansdkt verksamhet kommer inte medfdra utdkning av verksamhetsytan.

7.1 Narboende

Narmaste bostader ligger cirka 230 meter vaster om anlaggningen (Figur 3).
Mellan anlaggningen och bostadsomradet finns ett skogsparti, en vag och en
hojd. Bostaderna har ingen insyn till verksamheten.

Cirka 280 meter sdder om anlaggningen ligger ett bostadsomrade. Mellan
anlaggningen och bostadsomradet ligger en verksamhet och ett mindre
skogsparti. Narmaste boende i omradet har insyn till verksamheten.

Cirka 350-500 meter at Oster ligger ett fatal bostader. Mellan anlaggningen och
bostaderna ligger ett industriomrade. Bostaderna har ingen insyn till
verksamheten.
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L | NARBOENDE

Skala (A4): 1:4 000

0 100 Meter

TECKENFORKLARING

Verksamhetsomrddet
Leksand Noret 2:37

& Narboende

Figur 3 Kartan redogor for verksamheten i forhallande till omgivande bostadsomraden.

7.2  Narliggande verksamheter

Fastigheten ligger i vastra delen av Limhagens industriomréde. At norr, ster
och soder bedrivs ett tiotals verksamheter inom 500 meters avstand.
Verksamheter som bedrivs &ar bl.a Varmevéarden Siljan AB (ett flisvéarmeverk),
Byggmax AB (forséljning av byggvaror), Gata och Parkavdelning (kommunen),
Miljonaren (hantverkstjanster) och Leksand Padelcenter (padelbanor inomhus).

7.3  Planforhallanden

Gallande oversiktsplan for omrédet, Oversiktsplan 2014 Planeringsomréden
Tatorter, pekar ut aktuellt verksamhetsomrade som industriomrade (Leksands
kommun, 2024). Utvecklingsinriktning for omradet Limhagen ar utveckling for
verksamheter vilket har gjorts genom flera etableringar och planlaggning for
handel och verksamheter.

Arbete pagar med en ny 6versiktsplan som tar sikte pa ar 2050. Status for
narvarande ar granskning av inkomna synpunkter. Det finns inget i
arbetsdokumentet for ny dversiktsplan som antyder att forutséttningarna for
aktuellt omrade férandras (Leksands kommun, 2023).

For omradet galler detaljplan L471 Noret 2:27 m.fl (Limhagen) fran 1993.
Planen beskriver anvandning som "smaindustri som ej stér omgivningen” och
for "industritrafik”. Byggnader skall placeras minst 4,5 meter fran tomtgrans och
med hogsta byggnadshojd p& 6 meter. Verksamheten far inte vara stérande for
omgivningen och éverskrida de for Statens Naturvardsverk angivna riktlinjerna
for externt industribuller vid anvandningsomradets grans. | sodra delen
markeras ett omrade som "planterat skyddsomrade som ej far bebyggas eller
anvandas for upplag eller parkering”. Del av detaljplanen har ersatts av
detaljplan L493. Erséttningen berdr inte fastigheten dar Limhagens AVC ar
belagen.
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7.4  Skyddade omraden

7.4.1 Friluftsliv

Anlaggningen ligger inom omrade av riksintresse for friluftsliv benamnt
Siljansomradet, se Figur 4. Utifran vardebeskrivningen av omradet utgors de
naturgivna férutsattningarna av vackra vyer och tilltalande landskap.
Forutsattningar for bevarande och utveckling av omradets varden anges vara
att storskaliga exploateringar med betydande paverkan pa landskapet ska
undvikas och att skogsbruket bér undvika stora sammanhangande kalhyggen,
ta stor naturvardshéansyn och géarna gynna lévtrad. Kulturlandskapet bor i
mojligaste man hallas i god havd med bevarande av smaskaligheten.

Ansokt verksamhet kommer inte att paverka forutsattningarna for riksintresset
Siljansomradet, eftersom ingen ny mark kommer att tas i ansprak.

Koppangen)

RIKSINTRESSE

Skala (Ad): 1:350 000

0 10 Kilometer

TECKENFORKLARING

® Verksamhetsomrédet
Leksand Noret 2:37

X Friluftsliv

\/3s3loppsspares

Siljansomeddet

\Vildmarksriketd

@
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Figur 4 Markerat omrade visar riksintresse for friluftsliv "Siljansomradet”. R6d punkt visar
Limhagens AVC. Kalla: Skyddad natur, Naturvardsverket (Naturvardsverket, 2025)

7.4.2 Naturreservat

Narmaste naturreservat ar Lugnet-Barkdal som ligger cirka 1 kilometer vaster
och sydvéast om Limhagens AVC. P& andra sidan Osterdalélven, cirka 2
kilometer s6der om Limhagens AVC, ligger naturreservatet Akersén vid byn
Akero, se Figur 5.

Ingen paverkan bedéms ske pa naturreservaten Lugnet-Barkdal och Akersén
pa grund av avstanden fran verksamheten.
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NATURRESERVAT

Skala (A4): 1:15 000

0 500 Meter

TECKENFORKLARING

= Verksamhetsomrddet
Leksand Noret 2:37

Naturreservat

:::::

0
. 30080011-001

Figur 5 Gronmarkerade omraden visar naturreservat i omgivningen kring Limhagens AVC. Réd
avgransning visar lokaliseringen av Limhagens AVC. Kélla: Skyddad natur, Naturvardsverket
(Naturvardsverket, 2025).

7.4.3 Natura 2000-omraden

Cirka 1,5 kilometer dster och sydost om Limhagens AVC ligger Natura 2000-
omradet Limsjon (SE0620258), se Figur 6. Omradet ar skyddat bade genom
Art- och habitatdirektivet och Fageldirektivet.

Limsjon &r recipient for verksamhetens dagvatten. Bedomning av paverkan pa
Natura 2000-omradet Limsjon redovisas i avsnitt 8.2.

Page 41 of 52

(J
SWECO ﬁ

15
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Figur 6 Rédmarkerat omrade visar Natura 2000-omradet Limsjon i omgivningen kring Limhagens
AVC. Réd punkt visar lokaliseringen av Limhagens AVC. Kalla: Skyddad natur, Naturvardsverket
(Naturvardsverket, 2025).

7.4.4 Vattenforekomster

Limhagens AVC ligger inom avrinningsomréde dar Limsjon &r den primara
recipienten (Figur 7). Avstandet fran anlaggningens utslappspunkt till Limsjon ar
cirka 1,6 kilometer.

Limsjon omfattas av miljokvalitetsnormer for ytvatten. Verksamhetens paverkan
pa vattenkvaliteten i Limsjon redovisas i avsnitt 8.2.

VATTENSYSTEM
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Siljan

Varsion: 1
Datum: 20250210
Uppdragsnummer: 30080011-001
Uppdragsledare: E. Aronsson

Edilor: P. Wielizyk-Polka
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Figur 7 Omgivande avrinningsomrade fér Limhagens AVC. Den priméra recipienten &r Limsjén.
Kalla: VISS, Lansstyrelsen

7.45 Vattenskyddsomraden

Cirka 3 kilometer séder om Limhagens AVC ligger vattenskyddsomradet
Mijalgen (Figur 8). Det &r inte sannolikt att verksamheten kan komma att
paverka vattenskyddsomradet Mjalgen eftersom vatten fran
verksamhetsomradet avleds till Limsjon. Limsjon avvattnas mot Siljan, det vill
sdga bort fran vattenskyddsomradet.

VATTENSKYDDSOMRADEN

Skala (Ad): 1:50 000

0 1 Kilometer

TECKENFORKLARING

® Verksamhetsomrédet
Leksand Noret 2:37

Vattenskyddsomréde

Ijalgen

Version: 1
Datum: 2025-02-10
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Figur 8 Blamarkerat omrade visar vattenskyddsomréden i omgivningen kring Limhagens AVC. Réd
punkt visar lokaliseringen av Limhagens AVC. Kélla: Skyddad natur, Naturvrdsverket
(Naturvardsverket, 2025).

8  Miljokonsekvenser

Foéljande kapitel redovisar forutsattningar och nulage for varje miljoeffekt
tillsammans med de skyddséatgarder som sokanden avser att vidta.
Bedomningen av de konsekvenser som kvarstar efter vidtagna skyddsatgarder
redovisas slutligen for var och en av miljoeffekterna.

Bedodmningarna ar varderas enligt en femgradig skala;

8.1 Buller

8.1.1 Forutsattning och nulage

Bullrande aktiviteter som férekommer i verksamheten innefattar nar kunder
slanger avfall i containrar, rangering av containrar, lastning och hopsamlande
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av avfall samt arbetsrorelser av komprimator Dartill uppkommer trafikbuller av
transporter till och frén anlaggningen.

Verksamhetsbuller

De arbetsmoment som beddms orsaka hogst ljudnivaer ar avlamning i 6ppen
container for fraktionerna metall, planglas samt porslin och keramik da
momentant buller uppstar nar det slangda avfallet traffar det avfall som redan
finns i containern. Dessa fraktioner avlamnas i mittendelen uppe pa rampen,
centralt belaget pa fastigheten. Fraktionen sten och grus lamnas/skottas fran
kundens slap till ett [agflak vilket ger upphov till mindre buller, men inte av
samma momentana inslag som de tidigare beskrivna fraktionerna. Sten och
grusfraktionen insamlas i ett fack i den sddra anden av fastigheten. | den
ansokta verksamheten beddms méngden mottaget avfall 6ka med upp till 25%.

Bullrande aktiviteter forekommer framst under anlaggningens bemannade
Oppettider nar verksamheten ar i full drift. Vissa arbetsmoment, sdsom
avfallshamtning, lastning av avfall, ihopsamlande av avfall och stéadning
genomférs utanfor AVC:ns bemannade dppettider pa kvallstid for att undvika att
arbetsmaskiner och kunder vistas p4 samma ytor. Enligt statistik for AVC
Anytime har AVC:n haft enstaka besokare mellan 22.00-06.00.

AVC:n ligger 230 meter fran narmsta bostéader i vastlig riktning, vilka avskarmas
fran anlaggningen av ett skogsparti, en vag och en hojd. Cirka 280 meter soder
om AVC:n ligger ett bostadsomrade. Mellan anlaggningen och bostadsomrédet
ligger en verksamhet och ett mindre skogsparti vilket ar utpekat som
skyddsomrade enligt gallande detaljplan. Skogspartiet ar utpekat som ett
"planterat skyddsomrade som ej far bebyggas eller anvéndas foér upplag eller
parkering”.

Trafikbuller

Enligt prognos for framtida trafikrorelser, som redovisas i Teknisk beskrivning
beddms ansokt verksamhet ge upphov till drygt 1,4 tung transport samt 380
personbilstransporter per dygn. Transporter sker till stérsta delen mellan 06.00-
18.00 och enstaka transport mellan 22.00-06.00.

Transporter sker antingen via Limavéagen eller Siljansvagen med anslutning till
Limhagsvégen som fran bada héll &r tillfartsvag till AVC:n. Det ligger inga
bostader inom 100 meter fran Limhagsvagen. En férskola ligger utmed
Limhagsvégen nordvéast om AVC:n langs den stracka som ansluter till
Siljansvagen.

8.1.2 Skyddsatgarder

For att forebygga ljud som kan ge upphov till olagenheter finns arbetsrutiner
som:

e Smdrjning av containerhjul

o Komprimatorer &r avstangda nattetid.

e Vid rangering av containrar ska inget "slappas” ner utan mer "laggas”
ner

e Bullerméatning ska utféras om det sker férandringar i verksamheten som
kan medféra att bullervillkor éverskrids.
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8.1.3 Beddmning

| den ansoOkta verksamheten bedéms verksamhetsbuller 6ka i relation till 6kade
méangder mottaget avfall, det vill sdga upp till 25%. Okningen utgérs av
frekvensen av bullrande aktiviteter. Bullernivderna bedoms daremot inte 6ka
eftersom de bullrande moment som férekommer ar desamma som i nulaget.

Den aktivitet som beddms ge upphov till hogst bullernivaer ar belagen centralt
pa fastigheten cirka 320 meter fran narmsta bostad i vastlig riktning och cirka
400 meter i sydlig riktning. Lokala férutséttningar som skogspartier och hojder
bidrar till att minska paverkan pa néarliggande bostéader. Inga klagomal pa buller
har inkommit.

Nagra kumulativa miljoeffekter tillsammans med andra verksamheter bedéms
inte uppsta eftersom intilliggande detaljplaner endast tillater smaindustri som ej
stér omgivningen.

Aven trafikbuller bedéms 6ka med upp till 25% eller cirka 76
personbilstransporter och 0,27 tung transport per dygn. Oversiktsplanen pekar
ut Limhagen som ett omrade for industriverksamhet och beskriver bland annat
att en utbyggnad av verksamhetsomradet kommer innebéara 6kade trafikfloden.
Det kan darfor inte uteslutas att kumulativa effekter avseende trafikbuller kan
uppsta i omradet.

Sammanfattningsvis bedoms verksamhetens paverkan genom buller medfora
mattliga negativa konsekvenser for narboende eftersom frekvensen av
bullrande aktiviteter samt transporter kommer att 6ka med upp till 25%.

8.2  Utslapp till vatten

8.2.1 FOrutséttning och nulage

Ytor dar det bedrivs verksamhet sdsom korytor, rangerytor, uppstallningsplatser
for containrar och insamlings-/lagringsplats for avfall ar hardgjorda sa att
dagvattnet kan samlas upp. Dagvatten fran den norra delen av
verksamhetsomradet avrinner mot ett dike och dagvatten fran den stdra delen
av verksamhetsomradet avleds mot dike och befintlig dagvattendamm.

En vattenutredning har genomforts for att undersoka vilka atgarder som kravs
for att anlaggningen ska kunna hantera regn med 10 ars aterkomsttid och en
klimatfaktor pa 1,25 samt slackvatten (Bilaga 1 - PM Vattenutredning
Limhagens AVC).

I enlighet med forslagen i utredningen kommer dagvattensystemet i ansokt
verksambhet att byggas om sa att dagvatten fran hela omradet avleds till befintlig
dagvattendamm som uttkas, se Figur 9.
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rinoyag fran delomrade 2
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for avledning av vatten
delomrade 2 mot
foreslagen utokad damm

Foreslagen utloppsledning
Fé I diken for

Foreslagen kulvert under in/utfart

ing av vatten fran delomrade 1 och 2

Uppskattad placering av befintliga ledningar/kulvert

Ri gar med en tillri de yta pa minst 1 000 m?
Befintliga rinnvag som skars av

Figur 9 Utformning av dagvattensystem i ansokt verksamhet.

Fororeningshalterna i nuvarande och ansokt verksamhet har beréknats och
redovisas i Tabell 2.

Tabell 2 Féroreningshalter fran verksamhetsomradet i nuvarande och ansokt verksamhet.

Amne Befintlig vattenatgard | Med Jamforelse
foreslagen med
vattenatgard sammanstéllda

utslappsvillkor
utfardade av
Lsti Véastra
Gotaland*

P 0,15 0,11 1

(magll)

N 1,7 1,6 10

(mgll)

Pb 0,008 0,005 0,03

(mgll)
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Cu 0,021 0,015 0,05
(mgll)

Zn 0,053 0,04 0,2
(mg/l)

Cd 0,31 0,025 -
(na/)

Cr 2,9 1,9 -
(na/)

Ni 6,4 4,6 _
(na/)

Hg 0,038 0,032 -
(na/)

Olja 0,1 0,1 5
(mglh)

SS 23 12 50
(mgll)

BaP 0,026 0,018 -
(na/l)

* Frén rapport Dagvatten frn atervinningscentraler Rapport 2020:2, Avfall Sverige. Tabell 6
Utslappskrav for olika atervinningscentraler som fatt tillstand efter ar 2010, raknat som
arsmedelvarde.

Recipient for dagvattnet ar Limsjon (WA94671869), som ligger cirka 1,6
kilometer sydost om Limhagens AVC. Vattenférekomsten uppnér i den senaste
statusklassningen mattlig ekologisk status och ej god kemisk status.

De huvudsakliga kvalitetsproblemen for vattenforekomsten ar 6vergédning pa
grund av belastning av naringsdmnen. FOr kemisk status &r det kvicksilver och
bromerade flamskyddsmedel som antas 6verskrida gallande gransvarden.
Vattenférekomsten bedoms inte uppna god status med avseende pa
Bromerade difenyletrar (PBDE). God ekologisk status och god kemisk status
ska uppnds senast 2027.

8.2.2 Skyddsatgarder

Ombyggnationen innebéar att dagvattendammens yta utokas till 450 m2 och
fordrojningskapacitet satts till mer &n 150 m3. Med denna férdrojningskapacitet
uppfylls krav pa fordrojning av 10-ars regn. Dammen forses med
avstangningsventil som kan stangas for att méjliggéra uppsamling av
slackvatten i handelse av brand, kemikalieutslapp eller liknande. Befintlig
rinnvag fran delomrade norr till kommunalt dike skars av. Ny rinnvag i form av
svackdike skapas langs med in/utfarten for att leda vatten fran delomrade norr
till foreslagen utokad vat damm. Den nya rinnvagen kulverteras under
infutfarten.

Foreslagna atgarder innebar att vatten fran hela verksamhetsomradet avleds
mot dammen.

8.2.3 Beddmning

Med foreslagna skyddsatgarder berdknas fororeningshalterna i utgdende
dagvatten att minska jamfért med nulaget. Atgarderna medfér att dagvatten
avleds kontrollerat, att skyfall kan hanteras, att slackvatten kan samlas upp i
handelse av brand och att det finns skydd vid eventuell kemikalieolycka.
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Dagvatten fran omradet avleds mot Limsjon, som ar en grund och
naringskanslig sj6. | anstkt verksamhet beraknas utslapp av naringsamnen att
uppga till 0,83 kg fosfor och 15 kg kvave per ar. Tillférseln av naringsamnen till
Limsjon kan antas vara lagre an sa, eftersom recipienten ligger cirka 1,6
kilometer bort och retention sker genom sedimentation och biologiskt upptag.

Aven fast naringsamnesbelastningen fran verksamheten p& Limsjon &r liten,
kan det inte uteslutas att en viss paverkan sker. Sma forandringar i
naringstillforsel kan bidra till 6kad vaxtproduktion, sarskilt lokalt. | mdnga mindre
sjOar i inlandet ar fosfor den begransande naringsfaktorn, inte kvave. Om fosfor
ar styrande for produktionen och kvave redan finns i éverskott ger
verksamhetens utslapp av kvave sannolikt ingen matbar férandring i
vattenkvaliteten. Verksamhetens utslapp av fosfor kan ge en mojlig lokal
paverkan pa vattenkvaliteten (vid utloppet) men bedéms inte ge ndgon
foérandring av medelhalter i sjon.

Sammanfattningsvis beddms konsekvenserna av verksamhetens utslapp till
vatten vara sma och halterna minskar i ansokt verksamhet jamfort med
dagslaget. Utslapp av fosfor kan ge en mdgjlig lokal paverkan pa vattenkvaliteten
i recipienten Limsjon, men inga méatbara forandringar av medelhalter i sjon
bedoms uppsta. Av den anledningen bedéms verksamheten inte aventyra
vattenforekomstens mojligheter att uppna gallande miljokvalitetsnormer. Inga
negativa effekter bedéms heller uppsta for de arter och naturtyper som avses
skyddas i Natura 2000-omradet Limsjon.

8.3  Lukt

8.3.1 FOrutséttning och nulage

Inget mat- och/eller restavfall insamlas eller lagras vid Limhagens AVC. De
fraktioner som tas emot ska inte ge upphov till lukt. Det finns dock en risk att
kunder felaktigt [Amnar mat- och/eller restavfall.

8.3.2 Skyddsatgarder

For att minska risken for felsorterat avfall ska allt avfall lamnas i genomskinlig
sack. Om sacken inte ar genomskinlig ska séacken témmas pa plats. Detta for
att sakerstélla att avfallet ar godkant att tas emot och att det &r ratt sorterat.

Personalen genomfor rutinmassigt okulara kontroller av det avfall som kommer
in. Vid avslutning av arbetsdag kontrolleras alla ytor och stadning utférs om
behov foreligger.

8.3.3 Beddmning

Utifran de skyddsatgarder som tillampas bedoms risken att luktolagenheter
uppstar vid anlaggningen som liten. Nagra negativa konsekvenser for
omgivningen avseende lukt bedéms inte uppsta.

8.4 Risker och sakerhet

8.4.1 FOrutsattningar och nulage

Verksamheten har genomfort en riskinventering, vilken presenteras i Bilaga 1,
Teknisk beskrivning. De aktiviteter som bedéms medfdra storst risker i
verksamheten beddms vara;
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e Utslapp av kemikalier vid olyckor eller lackage
e Hantering av farligt avfall
e Brand

e Skyfall med anledning av klimatférandringar

8.4.2 Skyddsatgarder

Verksamheten har rutiner for agerande vid spill eller lackage. Absorptionsmedel
finns tillgangligt for sanering.

Ytor déar farligt avfall och kemikalier lagras har lampligt skydd som exempelvis
invallning. Vid storre utslapp som nar dagvattensystemet kan
dagvattendammen stangas av.

Verksamheten bedriver ett systematiskt brandskyddsarbete. En beredskapsplan
ska upprattas som omfattar agerande vid héandelser som brand eller utslapp.
Lagring av brannbart material sker sa att risken for brandspridning undviks.
Mojlighet till uppsamling av sléckvatten finns i handelse av brand.

Dagvattendammen dimensioneras for att klara ett 10-arsregn.

8.4.3 Beddmning

Planerade skyddsatgarder bedoms vara tillrackliga for att hantera de risker som
identifierats i verksamheten. Riskerna med den ansokta verksamheten bedéms
med vidtagna skyddsatgarder vara sma.

8.5 Samlad beddmning
Nedan ges en samlad bedémning av verksamhetens miljéeffekter.

Tabell 3. Samlad bedémning av verksamhetens miljdeffekter.

Buller

I den ansokta verksamheten beddms verksamhetsbuller
Oka i relation till 6kade méngder mottaget avfall, det vill
séga upp till 25%. Okningen utgors av frekvensen av
bullrande aktiviteter. Bullernivderna bedéms daremot
inte 6ka eftersom de bullrande moment som férekommer
ar desamma som i nulaget.

Nagra kumulativa miljoeffekter tilsammans med andra
verksamheter beddms inte uppsta eftersom intilliggande
detaljplaner endast tillater smaindustri som ej stor
omgivningen.

Sammanfattningsvis bedoms verksamhetens paverkan
genom buller medfora mattliga negativa konsekvenser
for narboende eftersom frekvensen av bullrande
aktiviteter samt transporter kommer att 6ka med upp till
25%.

Utslapp till vatten

Konsekvenserna av verksamhetens utslapp till vatten
bedoms vara sma och halterna minskar i ansokt
verksamhet jamfért med dagslaget. Utslapp av fosfor
kan ge en mdjlig lokal paverkan pa vattenkvaliteten i
recipienten Limsjon, men inga matbara férandringar av
medelhalter i sjon bedoms uppsta. Av den anledningen
beddms verksamheten inte &ventyra vattenférekomstens
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mojligheter att uppna gallande miljokvalitetsnormer. Inga
negativa effekter bedéms heller uppsta for de arter och
naturtyper som avses skyddas i Natura 2000-omradet
Limsjén.

Lukt

Inget matavfall eller kommunalt restavfall hanteras vid
anlaggningen. Det finns rutiner for agerande om
felsorterat avfall skulle komma in. Risken att
luktolagenheter uppstar vid anlaggningen beddéms darfor
som liten. Nagra negativa konsekvenser for
omgivningen avseende lukt bedéms inte uppsta.

Risker och sékerhet

Planerade skyddsatgarder bedoms vara tillrackliga for
att hantera de risker som identifierats i verksamheten.
Riskerna med den ansdkta verksamheten bedéms med

vidtagna skyddsatgarder vara sma.

9 Alternativ

9.1 Nollalternativ

Enligt miljobalken ska en miljokonsekvensbeskrivning innehalla uppgifter om
radande miljéforhallanden innan verksamheten pabdrjas och hur dessa
forhallanden forvantas utvecklas om verksamheten inte pabdrjas, ett sa kallat
nollalternativ.

Nollalternativet i detta fall innebér att verksamheten kommer fortsétta att
bedrivas inom ramen fér nuvarande anmalan och nagon tkad lagring av avfall
kommer inte att ske. Ett nollalternativ innebar féljaktligen aven att frekvensen av
bullrande aktiviteter och trafik kopplat till verksamheten inte kommer att tka.

Avfall fran hushall ar ett kommunalt ansvar. Om verksamheten vid Limhagens
AVC har begransade méjligheter att omhanderta avfallet kravs att andra
insamlingsmetoder anvands, mdjligen fastighetsnara insamling, alternativt att
avfallet lamnas vid andra atervinningscentraler.

9.2  Alternativ lokalisering

Infor foreliggande ansdkan om nytt miljtillstdnd har alternativa lokaliseringar
Overvagts. Utgangspunkten har varit alternativ inom Leksands tatort med
omnejd, eftersom syftet ar att tillhandahalla service for kommunens invanare
vilka till storsta del bor i Leksands tatort som ar en central punkt i Leksands
kommun. Andra férutsattningar for etablering ar bl.a. mojlighet till teknisk
forsorjning s& som el och VA, lampliga transportvagar och férenlighet med
kommunens planer.

Maojliga lokaliseringar som identifierats &r omradet Hjorthagen och utékning norr
om Limhagens industriomrade. Lokaliseringarna &r utpekade verksamhets-
/handelsomraden i forslag till ny éversiktsplan (Leksands kommun, 2025). Det
finns planer for utveckling av god transportinfrastruktur och teknisk férsérjning
kring de angivna alternativen.

Nuvarande lokalisering éar i likhet med de alternativ som undersokts utpekat
som befintliga eller/och utékade verksamhetsomraden i kommunens
oversiktsplan. Oversiktsplanen beskriver att befintliga och planlagda
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verksamhetsomraden for industri och foretagsverksamheter prioriteras framfor
etablering av nya omraden.

Med dessa forutsattningar bedéms nuvarande lokalisering vara det basta
alternativet for ansokt verksamhet eftersom det medfoér minst intradng for
manniskors halsa och miljén. En omlokalisering av verksamheten skulle
medféra badde omfattande miljdpaverkan och hioga kostnader.

10 Sakkunskap

Enligt 15 § miljobeddémningsforordningen ska miljokonsekvensbeskrivningen tas
fram med den sakkunskap som kravs i fraga om verksamhetens eller atgardens
sarskilda forutsattningar och forvantade miljoeffekter.

Foljande personer har medverkar i arbetet med miljokonsekvensbeskrivningen:

Namn Utbildning och erfarenhet  Roll i uppdraget
Michaela Sundstrom Michaela har 6ver 10 ars Ombud och
erfarenhet av arbete med granskare

tillsyn, prévning och
miljdbeddémningar inom bade
privat och offentlig sektor.

Eva Aronsson Eva har en Kandidatexamen  Uppdragsledare,
som miljéingenjor och 20 ars  huvudsaklig
erfarenhet inom handlaggare

avfallsbranschen i flertalet roller
samt 3 ars erfarenhet av
miljdbeddémningar inom bade
privat och offentlig sektor.

Henrik Borjesson Henrik har 6ver 4 ars Handlaggare
erfarenhet av arbete med Vattenutredningen
dagvattenhantering,

féroreningsberakningar samt
miljokvalitetsnormer inom bade
privat och offentlig sektor.

Marie Magnheden Marie har >20 ars erfarenhet av Granskare av
arbete med miljé- och Teknisk beskrivning
naturmiljéfragor pa bade och Férenklat
statliga myndigheter och underlag

i privat sektor.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-01-26 15:46:24.07824 UTC ±16 ms

    		2026-01-26 15:22:13.09995 UTC

    		

      163.116.168.116

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36 Edg/143.0.0.0

      

    

    		

      

        The initiator Michaela Sundström (MS) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2026-04-26 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-01-26 15:46:24.07824 UTC ±16 ms

    		2026-01-26 15:22:13.09995 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lisbeth.martinsson@dvaab.se) to 196706232706 (1). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-01-26 15:46:30.528333 UTC ±16 ms

    		2026-01-26 15:22:13.09995 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to 196706232706 (1) was delivered.

      


    

  



  

  

    		2026-01-26 18:07:41.146446 UTC ±27 ms

    		2026-01-26 17:22:14.012868 UTC

    		

      37.250.105.224

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_2_0 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/144.0.3719.81 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party 196706232706 (1) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-02-04 07:50:31.746992 UTC ±5 ms

    		2026-02-04 07:25:47.702992 UTC

    		

      163.116.168.120

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/144.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to 196706232706 (1) at the request of the user Michaela Sundström (MS).

      


    

  



  

  

    		2026-02-04 07:50:39.656329 UTC ±5 ms

    		2026-02-04 07:25:47.702992 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to 196706232706 (1) was delivered.

      


    

  



  

  

    		2026-02-04 09:47:31.244226 UTC ±4 ms

    		2026-02-04 09:25:48.43482 UTC

    		

      94.234.78.245

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/144.0.3719.103 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party 196706232706 (1) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-02-04 09:47:56.887768 UTC ±4 ms

    		2026-02-04 09:25:48.43482 UTC

    		

      94.234.78.245

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/144.0.3719.103 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory 196706232706 (1) changed the text in the text field “First name” from blank to “196706232706”.  

      


    

  



  

  

    		2026-02-04 09:47:56.887768 UTC ±4 ms

    		2026-02-04 09:25:48.43482 UTC

    		

      94.234.78.245

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/144.0.3719.103 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory 196706232706 (1) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		8		0.101		0.618



 

      


    

  



  

  

    		2026-02-04 09:47:56.887768 UTC ±4 ms

    		2026-02-04 09:25:48.43482 UTC

    		

      94.234.78.245

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/144.0.3719.103 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory 196706232706 (1) signed the document.

      


    

  



  

  

    		2026-02-04 09:47:56.887768 UTC ±4 ms

    		2026-02-04 09:25:48.43482 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.07 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-12-24 18:09:20.046481 UTC and 2026-02-04 09:25:48.43482 UTC:







  		Time collected

  		Clock offset







  

    		2025-12-24 18:09:20.046481

    		0.0 ms

  





  

    		2025-12-24 19:09:22.373771

    		0.0 ms

  





  

    		2025-12-24 20:09:24.754958

    		0.0 ms

  





  

    		2025-12-24 21:09:24.77302

    		0.0 ms

  





  

    		2025-12-24 22:09:27.250794

    		0.0 ms

  





  

    		2025-12-24 23:09:29.236361

    		0.0 ms

  





  

    		2025-12-25 00:09:29.623541

    		0.0 ms

  





  

    		2025-12-25 01:09:30.183272

    		0.1 ms

  





  

    		2025-12-25 02:09:31.293997

    		0.0 ms

  





  

    		2025-12-25 03:09:31.421406

    		0.1 ms

  





  

    		2025-12-25 04:09:33.248188

    		0.0 ms

  





  

    		2025-12-25 05:09:35.279381

    		0.0 ms

  





  

    		2025-12-25 06:09:35.523294

    		0.0 ms

  





  

    		2025-12-25 07:09:35.748547

    		0.0 ms

  





  

    		2025-12-25 08:09:37.792442

    		-0.1 ms

  





  

    		2025-12-25 09:09:38.649978

    		0.1 ms

  





  

    		2025-12-25 10:09:38.76262

    		0.1 ms

  





  

    		2025-12-25 11:09:39.764872

    		-0.1 ms

  





  

    		2025-12-25 12:09:41.051281

    		0.0 ms

  





  

    		2025-12-25 13:09:42.283534

    		0.0 ms

  





  

    		2025-12-25 14:09:43.351265

    		0.0 ms

  





  

    		2025-12-25 15:09:45.320363

    		0.0 ms

  





  

    		2025-12-25 16:09:46.311943

    		0.0 ms

  





  

    		2025-12-25 17:09:46.480708

    		0.0 ms

  





  

    		2025-12-25 18:09:47.506657

    		0.0 ms

  





  

    		2025-12-25 19:09:48.745883

    		-0.2 ms

  





  

    		2025-12-25 20:09:50.695485

    		0.1 ms

  





  

    		2025-12-25 21:09:50.867078

    		0.0 ms

  





  

    		2025-12-25 22:09:52.70595

    		0.1 ms

  





  

    		2025-12-25 23:09:52.93549

    		0.0 ms

  





  

    		2025-12-26 00:09:53.300169

    		0.1 ms

  





  

    		2025-12-26 01:09:54.674565

    		0.0 ms

  





  

    		2025-12-26 02:09:57.526024

    		0.0 ms

  





  

    		2025-12-26 03:09:59.730465

    		0.0 ms

  





  

    		2025-12-26 04:09:59.950266

    		0.0 ms

  





  

    		2025-12-26 05:10:00.949463

    		0.0 ms

  





  

    		2025-12-26 06:10:02.246744

    		0.0 ms

  





  

    		2025-12-26 07:10:02.390764

    		0.0 ms

  





  

    		2025-12-26 08:10:04.451658

    		0.0 ms

  





  

    		2025-12-26 09:10:04.656114

    		-0.1 ms

  





  

    		2025-12-26 10:10:04.77753

    		0.1 ms

  





  

    		2025-12-26 11:10:05.371388

    		0.0 ms

  





  

    		2025-12-26 12:10:07.784171

    		0.0 ms

  





  

    		2025-12-26 13:10:08.354574

    		0.0 ms

  





  

    		2025-12-26 14:10:09.542864

    		-0.2 ms

  





  

    		2025-12-26 15:10:09.699017

    		0.0 ms

  





  

    		2025-12-26 16:10:11.97974

    		0.0 ms

  





  

    		2025-12-26 17:10:12.331278

    		0.0 ms

  





  

    		2025-12-26 18:10:12.446739

    		0.1 ms

  





  

    		2025-12-26 19:10:12.66877

    		0.0 ms

  





  

    		2025-12-26 20:10:14.149879

    		0.0 ms

  





  

    		2025-12-26 21:10:15.790713

    		0.0 ms

  





  

    		2025-12-26 22:10:16.396927

    		0.1 ms

  





  

    		2025-12-26 23:10:17.862054

    		-0.1 ms

  





  

    		2025-12-27 00:10:18.098126

    		0.0 ms

  





  

    		2025-12-27 01:10:19.743639

    		-0.3 ms

  





  

    		2025-12-27 02:10:20.748962

    		0.1 ms

  





  

    		2025-12-27 03:10:20.978393

    		0.2 ms

  





  

    		2025-12-27 04:10:23.156647

    		0.0 ms

  





  

    		2025-12-27 05:10:23.218154

    		0.0 ms

  





  

    		2025-12-27 06:10:25.520635

    		0.0 ms

  





  

    		2025-12-27 07:10:26.452918

    		0.0 ms

  





  

    		2025-12-27 08:10:26.590698

    		0.0 ms

  





  

    		2025-12-27 09:10:26.856183

    		0.0 ms

  





  

    		2025-12-27 10:10:27.689974

    		-0.2 ms

  





  

    		2025-12-27 11:10:28.289633

    		0.1 ms

  





  

    		2025-12-27 12:10:28.46764

    		-0.1 ms

  





  

    		2025-12-27 13:10:29.176568

    		-0.1 ms

  





  

    		2025-12-27 14:10:29.619802

    		0.0 ms

  





  

    		2025-12-27 15:10:29.723785

    		0.0 ms

  





  

    		2025-12-27 16:10:29.80828

    		-0.1 ms

  





  

    		2025-12-27 17:10:29.980385

    		0.1 ms

  





  

    		2025-12-27 18:10:31.367142

    		0.0 ms

  





  

    		2025-12-27 19:10:32.062065

    		0.0 ms

  





  

    		2025-12-27 20:10:32.552304

    		0.1 ms

  





  

    		2025-12-27 21:10:34.585381

    		0.2 ms

  





  

    		2025-12-27 22:10:35.13104

    		0.0 ms

  





  

    		2025-12-27 23:10:35.169874

    		0.0 ms

  





  

    		2025-12-28 00:10:36.472234

    		-0.1 ms

  





  

    		2025-12-28 01:10:37.200896

    		0.0 ms

  





  

    		2025-12-28 02:10:37.381597

    		0.1 ms

  





  

    		2025-12-28 03:10:37.425713

    		0.1 ms

  





  

    		2025-12-28 04:10:38.47384

    		0.0 ms

  





  

    		2025-12-28 05:10:39.663978

    		0.0 ms

  





  

    		2025-12-28 06:10:40.745392

    		0.0 ms

  





  

    		2025-12-28 07:10:42.569172

    		0.1 ms

  





  

    		2025-12-28 08:10:42.701268

    		0.0 ms

  





  

    		2025-12-28 09:10:42.848934

    		0.0 ms

  





  

    		2025-12-28 10:10:43.267792

    		0.0 ms

  





  

    		2025-12-28 11:10:43.372362

    		0.0 ms

  





  

    		2025-12-28 12:10:43.59411

    		-0.2 ms

  





  

    		2025-12-28 13:10:44.600159

    		0.0 ms

  





  

    		2025-12-28 14:10:46.688307

    		0.0 ms

  





  

    		2025-12-28 15:10:47.109754

    		0.0 ms

  





  

    		2025-12-28 16:10:47.314957

    		0.0 ms

  





  

    		2025-12-28 17:10:47.673909

    		0.0 ms

  





  

    		2025-12-28 18:10:49.111352

    		0.2 ms

  





  

    		2025-12-28 19:10:49.616029

    		-0.1 ms

  





  

    		2025-12-28 20:10:50.470965

    		0.0 ms

  





  

    		2025-12-28 21:10:51.037554

    		0.0 ms

  





  

    		2025-12-28 22:10:52.604537

    		0.1 ms

  





  

    		2025-12-28 23:10:54.158893

    		0.0 ms

  





  

    		2025-12-29 00:10:55.705442

    		0.0 ms

  





  

    		2025-12-29 01:10:57.097418

    		0.0 ms

  





  

    		2025-12-29 02:10:58.724015

    		0.1 ms

  





  

    		2025-12-29 03:11:00.174348

    		0.0 ms

  





  

    		2025-12-29 04:11:01.792306

    		0.0 ms

  





  

    		2025-12-29 05:11:03.03146

    		0.1 ms

  





  

    		2025-12-29 06:11:04.315573

    		0.1 ms

  





  

    		2025-12-29 07:11:04.844868

    		0.1 ms

  





  

    		2025-12-29 08:11:05.796958

    		-0.5 ms

  





  

    		2025-12-29 09:11:06.358197

    		0.0 ms

  





  

    		2025-12-29 10:11:08.41941

    		0.0 ms

  





  

    		2025-12-29 11:11:09.700626

    		0.0 ms

  





  

    		2025-12-29 12:11:09.922001

    		0.0 ms

  





  

    		2025-12-29 13:11:10.684544

    		0.0 ms

  





  

    		2025-12-29 14:11:11.51396

    		0.0 ms

  





  

    		2025-12-29 15:11:12.580016

    		0.1 ms

  





  

    		2025-12-29 16:11:12.975906

    		0.0 ms

  





  

    		2025-12-29 17:11:13.394962

    		0.0 ms

  





  

    		2025-12-29 18:11:13.432988

    		0.0 ms

  





  

    		2025-12-29 19:11:15.619944

    		0.1 ms

  





  

    		2025-12-29 20:11:17.817211

    		0.0 ms

  





  

    		2025-12-29 21:11:20.115384

    		0.0 ms

  





  

    		2025-12-29 22:11:21.800906

    		0.0 ms

  





  

    		2025-12-29 23:11:23.420064

    		-0.1 ms

  





  

    		2025-12-30 00:11:24.615612

    		0.0 ms

  





  

    		2025-12-30 01:11:25.976546

    		0.0 ms

  





  

    		2025-12-30 02:11:27.230232

    		0.0 ms

  





  

    		2025-12-30 03:11:28.381389

    		0.0 ms

  





  

    		2025-12-30 04:11:29.745771

    		0.0 ms

  





  

    		2025-12-30 05:11:30.882177

    		0.0 ms

  





  

    		2025-12-30 06:11:32.324761

    		0.0 ms

  





  

    		2025-12-30 07:11:32.88459

    		0.0 ms

  





  

    		2025-12-30 08:11:34.235196

    		-0.1 ms

  





  

    		2025-12-30 09:11:34.313616

    		-0.1 ms

  





  

    		2025-12-30 10:11:35.231731

    		0.0 ms

  





  

    		2025-12-30 11:11:35.441931

    		0.0 ms

  





  

    		2025-12-30 12:11:35.928432

    		-0.4 ms

  





  

    		2025-12-30 13:11:36.473165

    		0.1 ms

  





  

    		2025-12-30 14:11:36.929282

    		0.0 ms

  





  

    		2025-12-30 15:11:37.728275

    		0.0 ms

  





  

    		2025-12-30 16:11:39.350164

    		0.2 ms

  





  

    		2025-12-30 17:11:39.631336

    		0.0 ms

  





  

    		2025-12-30 18:11:40.602255

    		0.0 ms

  





  

    		2025-12-30 19:11:43.087664

    		0.0 ms

  





  

    		2025-12-30 20:11:45.207531

    		0.0 ms

  





  

    		2025-12-30 21:11:47.403627

    		0.0 ms

  





  

    		2025-12-30 22:11:49.189757

    		-0.1 ms

  





  

    		2025-12-30 23:11:50.709537

    		0.1 ms

  





  

    		2025-12-31 00:11:52.206942

    		0.2 ms

  





  

    		2025-12-31 01:11:53.564059

    		0.2 ms

  





  

    		2025-12-31 02:11:54.640673

    		-0.5 ms

  





  

    		2025-12-31 03:11:56.005845

    		0.1 ms

  





  

    		2025-12-31 04:11:57.349836

    		0.1 ms

  





  

    		2025-12-31 05:11:58.614809

    		0.0 ms

  





  

    		2025-12-31 06:11:59.832115

    		-0.1 ms

  





  

    		2025-12-31 07:12:00.989736

    		0.0 ms

  





  

    		2025-12-31 08:12:01.734391

    		-0.1 ms

  





  

    		2025-12-31 09:12:01.776267

    		0.0 ms

  





  

    		2025-12-31 10:12:02.122353

    		0.1 ms

  





  

    		2025-12-31 11:12:02.391526

    		0.0 ms

  





  

    		2025-12-31 12:12:02.477294

    		0.0 ms

  





  

    		2025-12-31 13:12:03.276516

    		0.0 ms

  





  

    		2025-12-31 14:12:03.612295

    		0.0 ms

  





  

    		2025-12-31 15:12:04.000448

    		0.1 ms

  





  

    		2025-12-31 16:12:04.30175

    		0.0 ms

  





  

    		2025-12-31 17:12:06.28091

    		0.0 ms

  





  

    		2025-12-31 18:12:08.637831

    		0.2 ms

  





  

    		2025-12-31 19:12:10.412401

    		-0.1 ms

  





  

    		2025-12-31 20:12:12.177109

    		0.1 ms

  





  

    		2025-12-31 21:12:13.734747

    		0.0 ms

  





  

    		2025-12-31 22:12:15.233645

    		0.1 ms

  





  

    		2025-12-31 23:12:16.337152

    		0.0 ms

  





  

    		2026-01-01 00:12:17.532828

    		0.1 ms

  





  

    		2026-01-01 01:12:18.975191

    		-0.1 ms

  





  

    		2026-01-01 02:12:20.521585

    		-0.1 ms

  





  

    		2026-01-01 03:12:21.936073

    		0.0 ms

  





  

    		2026-01-01 04:12:23.264003

    		0.0 ms

  





  

    		2026-01-01 05:12:24.82614

    		0.0 ms

  





  

    		2026-01-01 06:12:25.949931

    		0.0 ms

  





  

    		2026-01-01 07:12:27.244813

    		0.0 ms

  





  

    		2026-01-01 08:12:28.832872

    		0.0 ms

  





  

    		2026-01-01 09:12:28.888618

    		0.0 ms

  





  

    		2026-01-01 10:12:31.382568

    		-0.2 ms

  





  

    		2026-01-01 11:12:31.491896

    		0.0 ms

  





  

    		2026-01-01 12:12:32.010223

    		0.0 ms

  





  

    		2026-01-01 13:12:33.997221

    		0.0 ms

  





  

    		2026-01-01 14:12:34.017134

    		0.0 ms

  





  

    		2026-01-01 15:12:34.693134

    		0.0 ms

  





  

    		2026-01-01 16:12:35.019505

    		0.0 ms

  





  

    		2026-01-01 17:12:35.372211

    		0.1 ms

  





  

    		2026-01-01 18:12:35.930204

    		0.0 ms

  





  

    		2026-01-01 19:12:37.749334

    		0.1 ms

  





  

    		2026-01-01 20:12:39.590808

    		0.0 ms

  





  

    		2026-01-01 21:12:40.889616

    		0.0 ms

  





  

    		2026-01-01 22:12:42.184584

    		0.1 ms

  





  

    		2026-01-01 23:12:43.556392

    		0.0 ms

  





  

    		2026-01-02 00:12:44.81645

    		0.0 ms

  





  

    		2026-01-02 01:12:46.071051

    		0.0 ms

  





  

    		2026-01-02 02:12:46.277216

    		0.1 ms

  





  

    		2026-01-02 03:12:48.056047

    		0.0 ms

  





  

    		2026-01-02 04:12:49.357865

    		-0.1 ms

  





  

    		2026-01-02 05:12:50.734878

    		0.0 ms

  





  

    		2026-01-02 06:12:51.779738

    		0.0 ms

  





  

    		2026-01-02 07:12:53.142441

    		0.0 ms

  





  

    		2026-01-02 08:12:54.225535

    		0.0 ms

  





  

    		2026-01-02 09:12:55.997164

    		0.0 ms

  





  

    		2026-01-02 10:12:56.944431

    		-0.1 ms

  





  

    		2026-01-02 11:12:57.121909

    		0.0 ms

  





  

    		2026-01-02 12:12:57.624488

    		0.0 ms

  





  

    		2026-01-02 13:12:58.277375

    		0.0 ms

  





  

    		2026-01-02 14:13:00.193758

    		0.2 ms

  





  

    		2026-01-02 15:13:00.520608

    		-0.3 ms

  





  

    		2026-01-02 16:13:00.783093

    		0.0 ms

  





  

    		2026-01-02 17:13:03.277669

    		0.0 ms

  





  

    		2026-01-02 18:13:05.421549

    		0.1 ms

  





  

    		2026-01-02 19:13:05.74334

    		-0.2 ms

  





  

    		2026-01-02 20:13:08.002805

    		-0.1 ms

  





  

    		2026-01-02 21:13:09.780821

    		0.0 ms

  





  

    		2026-01-02 22:13:10.030038

    		0.1 ms

  





  

    		2026-01-02 23:13:11.604695

    		0.1 ms

  





  

    		2026-01-03 00:13:13.028463

    		0.0 ms

  





  

    		2026-01-03 01:13:14.313153

    		0.0 ms

  





  

    		2026-01-03 02:13:15.723622

    		0.0 ms

  





  

    		2026-01-03 03:13:17.200679

    		0.0 ms

  





  

    		2026-01-03 04:13:18.671696

    		0.0 ms

  





  

    		2026-01-03 05:13:19.930061

    		0.0 ms

  





  

    		2026-01-03 06:13:21.448816

    		0.0 ms

  





  

    		2026-01-03 07:13:23.682846

    		0.0 ms

  





  

    		2026-01-03 08:13:24.88194

    		0.0 ms

  





  

    		2026-01-03 09:13:26.414039

    		-0.1 ms

  





  

    		2026-01-03 10:13:27.419205

    		0.0 ms

  





  

    		2026-01-03 11:13:27.905986

    		0.0 ms

  





  

    		2026-01-03 12:13:28.190544

    		0.0 ms

  





  

    		2026-01-03 13:13:29.320686

    		0.2 ms

  





  

    		2026-01-03 14:13:29.55669

    		0.1 ms

  





  

    		2026-01-03 15:13:29.922638

    		0.0 ms

  





  

    		2026-01-03 16:13:30.715293

    		0.0 ms

  





  

    		2026-01-03 17:13:30.923583

    		0.0 ms

  





  

    		2026-01-03 18:13:31.875294

    		0.0 ms

  





  

    		2026-01-03 19:13:33.801103

    		0.1 ms

  





  

    		2026-01-03 20:13:34.585609

    		0.0 ms

  





  

    		2026-01-03 21:13:37.054529

    		0.0 ms

  





  

    		2026-01-03 22:13:38.889917

    		0.0 ms

  





  

    		2026-01-03 23:13:40.495836

    		0.0 ms

  





  

    		2026-01-04 00:13:42.199351

    		0.0 ms

  





  

    		2026-01-04 01:13:43.416148

    		0.0 ms

  





  

    		2026-01-04 02:13:44.595293

    		0.0 ms

  





  

    		2026-01-04 03:13:45.25301

    		0.0 ms

  





  

    		2026-01-04 04:13:46.744905

    		0.0 ms

  





  

    		2026-01-04 05:13:48.33577

    		-0.2 ms

  





  

    		2026-01-04 06:13:49.883413

    		-0.1 ms

  





  

    		2026-01-04 07:13:49.948337

    		0.0 ms

  





  

    		2026-01-04 08:13:50.268967

    		0.0 ms

  





  

    		2026-01-04 09:13:50.571282

    		-0.1 ms

  





  

    		2026-01-04 10:13:50.629388

    		0.0 ms

  





  

    		2026-01-04 11:13:50.984949

    		-0.1 ms

  





  

    		2026-01-04 12:13:51.312342

    		0.0 ms

  





  

    		2026-01-04 13:13:53.36321

    		0.0 ms

  





  

    		2026-01-04 14:13:53.39064

    		0.0 ms

  





  

    		2026-01-04 15:13:53.429578

    		0.0 ms

  





  

    		2026-01-04 16:13:53.448242

    		0.0 ms

  





  

    		2026-01-04 17:13:53.80069

    		0.0 ms

  





  

    		2026-01-04 18:13:53.998338

    		0.0 ms

  





  

    		2026-01-04 19:13:54.841214

    		0.0 ms

  





  

    		2026-01-04 20:13:56.380697

    		0.0 ms

  





  

    		2026-01-04 21:13:56.975587

    		0.0 ms

  





  

    		2026-01-04 22:13:57.967461

    		0.0 ms

  





  

    		2026-01-04 23:13:59.51093

    		0.0 ms

  





  

    		2026-01-05 00:14:01.5862

    		0.0 ms

  





  

    		2026-01-05 01:14:03.560247

    		0.1 ms

  





  

    		2026-01-05 02:14:05.186933

    		0.0 ms

  





  

    		2026-01-05 03:14:06.405547

    		0.1 ms

  





  

    		2026-01-05 04:14:07.995197

    		0.0 ms

  





  

    		2026-01-05 05:14:09.314206

    		0.0 ms

  





  

    		2026-01-05 06:14:10.749063

    		0.0 ms

  





  

    		2026-01-05 07:14:11.469001

    		0.0 ms

  





  

    		2026-01-05 08:14:11.963416

    		0.1 ms

  





  

    		2026-01-05 09:14:12.207266

    		0.0 ms

  





  

    		2026-01-05 10:14:12.611131

    		0.0 ms

  





  

    		2026-01-05 11:14:12.693837

    		0.0 ms

  





  

    		2026-01-05 12:14:12.95822

    		0.0 ms

  





  

    		2026-01-05 13:14:13.069056

    		0.0 ms

  





  

    		2026-01-05 14:14:13.351023

    		0.0 ms

  





  

    		2026-01-05 15:14:14.182085

    		0.0 ms

  





  

    		2026-01-05 16:14:14.766909

    		0.0 ms

  





  

    		2026-01-05 17:14:15.353004

    		0.0 ms

  





  

    		2026-01-05 18:14:16.823783

    		0.0 ms

  





  

    		2026-01-05 19:14:17.068308

    		0.0 ms

  





  

    		2026-01-05 20:14:17.527474

    		0.0 ms

  





  

    		2026-01-05 21:14:18.748995

    		0.0 ms

  





  

    		2026-01-05 22:14:20.965465

    		0.0 ms

  





  

    		2026-01-05 23:14:22.474347

    		0.0 ms

  





  

    		2026-01-06 00:14:23.745303

    		0.1 ms

  





  

    		2026-01-06 01:14:25.108263

    		-0.1 ms

  





  

    		2026-01-06 02:14:26.480788

    		0.0 ms

  





  

    		2026-01-06 03:14:27.828093

    		0.0 ms

  





  

    		2026-01-06 04:14:29.053696

    		0.0 ms

  





  

    		2026-01-06 05:14:30.323434

    		0.0 ms

  





  

    		2026-01-06 06:14:31.603486

    		0.0 ms

  





  

    		2026-01-06 07:14:33.029132

    		-0.1 ms

  





  

    		2026-01-06 08:14:34.39397

    		0.0 ms

  





  

    		2026-01-06 09:14:35.357044

    		0.0 ms

  





  

    		2026-01-06 10:14:36.277514

    		-0.2 ms

  





  

    		2026-01-06 11:14:36.466274

    		0.0 ms

  





  

    		2026-01-06 12:14:37.259306

    		0.1 ms

  





  

    		2026-01-06 13:14:37.641099

    		0.0 ms

  





  

    		2026-01-06 14:14:38.422586

    		0.0 ms

  





  

    		2026-01-06 15:14:39.40693

    		0.0 ms

  





  

    		2026-01-06 16:14:40.182877

    		0.0 ms

  





  

    		2026-01-06 17:14:40.486324

    		0.1 ms

  





  

    		2026-01-06 18:14:41.152441

    		0.2 ms

  





  

    		2026-01-06 19:14:41.275205

    		0.0 ms

  





  

    		2026-01-06 20:14:41.474788

    		0.0 ms

  





  

    		2026-01-06 21:14:43.278749

    		0.1 ms

  





  

    		2026-01-06 22:14:43.308146

    		0.0 ms

  





  

    		2026-01-06 23:14:44.036518

    		0.1 ms

  





  

    		2026-01-07 00:14:45.714335

    		0.3 ms

  





  

    		2026-01-07 01:14:46.98322

    		-0.1 ms

  





  

    		2026-01-07 02:14:48.369005

    		0.0 ms

  





  

    		2026-01-07 03:14:50.069485

    		0.0 ms

  





  

    		2026-01-07 04:14:51.618744

    		0.0 ms

  





  

    		2026-01-07 05:14:53.010863

    		0.0 ms

  





  

    		2026-01-07 06:14:54.478044

    		0.0 ms

  





  

    		2026-01-07 07:14:54.859641

    		-0.1 ms

  





  

    		2026-01-07 08:14:54.940119

    		-0.1 ms

  





  

    		2026-01-07 09:14:55.938369

    		0.1 ms

  





  

    		2026-01-07 10:14:56.181764

    		0.0 ms

  





  

    		2026-01-07 11:14:56.663922

    		0.0 ms

  





  

    		2026-01-07 12:14:57.671431

    		-0.1 ms

  





  

    		2026-01-07 13:14:58.279231

    		0.0 ms

  





  

    		2026-01-07 14:14:58.319417

    		0.1 ms

  





  

    		2026-01-07 15:14:58.609049

    		0.0 ms

  





  

    		2026-01-07 16:14:58.697651

    		-0.1 ms

  





  

    		2026-01-07 17:14:59.284451

    		0.0 ms

  





  

    		2026-01-07 18:14:59.483958

    		0.0 ms

  





  

    		2026-01-07 19:15:00.34514

    		0.0 ms

  





  

    		2026-01-07 20:15:02.419752

    		0.0 ms

  





  

    		2026-01-07 21:15:04.049022

    		0.0 ms

  





  

    		2026-01-07 22:15:05.733501

    		0.0 ms

  





  

    		2026-01-07 23:15:07.289805

    		0.0 ms

  





  

    		2026-01-08 00:15:08.511389

    		0.0 ms

  





  

    		2026-01-08 01:15:09.599026

    		-0.1 ms

  





  

    		2026-01-08 02:15:10.905322

    		0.1 ms

  





  

    		2026-01-08 03:15:12.12228

    		0.0 ms

  





  

    		2026-01-08 04:15:13.445984

    		0.0 ms

  





  

    		2026-01-08 05:15:14.827982

    		0.1 ms

  





  

    		2026-01-08 06:15:16.239822

    		0.2 ms

  





  

    		2026-01-08 07:15:17.587417

    		0.0 ms

  





  

    		2026-01-08 08:15:18.36155

    		0.0 ms

  





  

    		2026-01-08 09:15:18.865711

    		0.0 ms

  





  

    		2026-01-08 10:15:19.27996

    		0.0 ms

  





  

    		2026-01-08 11:15:19.481978

    		0.0 ms

  





  

    		2026-01-08 12:15:19.928374

    		0.0 ms

  





  

    		2026-01-08 13:15:20.33883

    		0.0 ms

  





  

    		2026-01-08 14:15:20.4911

    		0.1 ms

  





  

    		2026-01-08 15:15:21.570811

    		0.0 ms

  





  

    		2026-01-08 16:15:22.190065

    		0.0 ms

  





  

    		2026-01-08 17:15:22.588362

    		-0.1 ms

  





  

    		2026-01-08 18:15:24.881563

    		0.0 ms

  





  

    		2026-01-08 19:15:25.075796

    		0.0 ms

  





  

    		2026-01-08 20:15:27.007327

    		0.2 ms

  





  

    		2026-01-08 21:15:28.974253

    		-0.1 ms

  





  

    		2026-01-08 22:15:30.530372

    		0.0 ms

  





  

    		2026-01-08 23:15:31.945484

    		0.0 ms

  





  

    		2026-01-09 00:15:33.309892

    		0.0 ms

  





  

    		2026-01-09 01:15:34.663441

    		0.1 ms

  





  

    		2026-01-09 02:15:36.03829

    		0.0 ms

  





  

    		2026-01-09 03:15:37.276576

    		0.0 ms

  





  

    		2026-01-09 04:15:38.370903

    		0.0 ms

  





  

    		2026-01-09 05:15:39.486888

    		0.1 ms

  





  

    		2026-01-09 06:15:41.017603

    		0.0 ms

  





  

    		2026-01-09 07:15:42.502024

    		-0.1 ms

  





  

    		2026-01-09 08:15:43.203153

    		0.0 ms

  





  

    		2026-01-09 09:15:43.362433

    		0.0 ms

  





  

    		2026-01-09 10:15:44.738912

    		-0.1 ms

  





  

    		2026-01-09 11:15:44.876852

    		-0.1 ms

  





  

    		2026-01-09 12:15:46.156344

    		0.0 ms

  





  

    		2026-01-09 13:15:46.54169

    		-0.1 ms

  





  

    		2026-01-09 14:15:46.676415

    		0.0 ms

  





  

    		2026-01-09 15:15:46.924477

    		0.0 ms

  





  

    		2026-01-09 16:15:47.380653

    		0.1 ms

  





  

    		2026-01-09 17:15:49.13011

    		0.0 ms

  





  

    		2026-01-09 18:15:49.581788

    		0.0 ms

  





  

    		2026-01-09 19:15:50.930002

    		0.0 ms

  





  

    		2026-01-09 20:15:53.038842

    		0.0 ms

  





  

    		2026-01-09 21:15:54.621078

    		0.0 ms

  





  

    		2026-01-09 22:15:56.466483

    		0.0 ms

  





  

    		2026-01-09 23:15:58.07592

    		0.0 ms

  





  

    		2026-01-10 00:15:59.525568

    		0.0 ms

  





  

    		2026-01-10 01:16:00.839508

    		0.0 ms

  





  

    		2026-01-10 02:16:01.03472

    		-0.1 ms

  





  

    		2026-01-10 03:16:02.971062

    		0.2 ms

  





  

    		2026-01-10 04:16:05.048071

    		0.1 ms

  





  

    		2026-01-10 05:16:06.312928

    		0.0 ms

  





  

    		2026-01-10 06:16:08.148315

    		0.0 ms

  





  

    		2026-01-10 07:16:10.51397

    		0.0 ms

  





  

    		2026-01-10 08:16:11.085923

    		0.0 ms

  





  

    		2026-01-10 09:16:11.430082

    		0.0 ms

  





  

    		2026-01-10 10:16:12.084918

    		0.0 ms

  





  

    		2026-01-10 11:16:12.399574

    		0.1 ms

  





  

    		2026-01-10 12:16:12.582537

    		-0.1 ms

  





  

    		2026-01-10 13:16:12.996886

    		0.0 ms

  





  

    		2026-01-10 14:16:13.681627

    		0.0 ms

  





  

    		2026-01-10 15:16:14.391966

    		-0.1 ms

  





  

    		2026-01-10 16:16:14.639149

    		0.0 ms

  





  

    		2026-01-10 17:16:14.831537

    		0.0 ms

  





  

    		2026-01-10 18:16:16.982584

    		0.0 ms

  





  

    		2026-01-10 19:16:18.880179

    		0.0 ms

  





  

    		2026-01-10 20:16:19.591688

    		0.0 ms

  





  

    		2026-01-10 21:16:19.958261

    		-0.1 ms

  





  

    		2026-01-10 22:16:21.478737

    		-0.1 ms

  





  

    		2026-01-10 23:16:23.067294

    		0.0 ms

  





  

    		2026-01-11 00:16:24.593273

    		-0.1 ms

  





  

    		2026-01-11 01:16:26.205168

    		0.0 ms

  





  

    		2026-01-11 02:16:27.629581

    		0.0 ms

  





  

    		2026-01-11 03:16:27.774364

    		0.0 ms

  





  

    		2026-01-11 04:16:29.310396

    		0.0 ms

  





  

    		2026-01-11 05:16:31.103638

    		-0.1 ms

  





  

    		2026-01-11 06:16:32.526339

    		-0.1 ms

  





  

    		2026-01-11 07:16:33.499761

    		-0.1 ms

  





  

    		2026-01-11 08:16:33.727722

    		0.0 ms

  





  

    		2026-01-11 09:16:34.34864

    		0.0 ms

  





  

    		2026-01-11 10:16:35.244361

    		0.0 ms

  





  

    		2026-01-11 11:16:35.630291

    		0.0 ms

  





  

    		2026-01-11 12:16:36.230659

    		0.0 ms

  





  

    		2026-01-11 13:16:36.43204

    		-0.2 ms

  





  

    		2026-01-11 14:16:37.787244

    		0.1 ms

  





  

    		2026-01-11 15:16:37.862613

    		0.0 ms

  





  

    		2026-01-11 16:16:38.003487

    		0.0 ms

  





  

    		2026-01-11 17:16:38.997075

    		0.0 ms

  





  

    		2026-01-11 18:16:39.74584

    		-0.1 ms

  





  

    		2026-01-11 19:16:40.689784

    		0.0 ms

  





  

    		2026-01-11 20:16:41.923269

    		0.0 ms

  





  

    		2026-01-11 21:16:42.208663

    		0.1 ms

  





  

    		2026-01-11 22:16:44.039508

    		0.0 ms

  





  

    		2026-01-11 23:16:45.495355

    		0.0 ms

  





  

    		2026-01-12 00:16:46.736107

    		0.0 ms

  





  

    		2026-01-12 01:16:48.264162

    		0.0 ms

  





  

    		2026-01-12 02:16:50.005918

    		0.0 ms

  





  

    		2026-01-12 03:16:50.163192

    		0.0 ms

  





  

    		2026-01-12 04:16:50.541579

    		0.0 ms

  





  

    		2026-01-12 05:16:52.384476

    		0.0 ms

  





  

    		2026-01-12 06:16:54.021968

    		0.0 ms

  





  

    		2026-01-12 07:16:54.346879

    		-0.1 ms

  





  

    		2026-01-12 08:16:54.565305

    		0.3 ms

  





  

    		2026-01-12 09:16:55.431071

    		-0.1 ms

  





  

    		2026-01-12 10:16:55.692993

    		0.0 ms

  





  

    		2026-01-12 11:16:56.726089

    		0.2 ms

  





  

    		2026-01-12 12:16:57.167165

    		0.1 ms

  





  

    		2026-01-12 13:16:57.845167

    		0.0 ms

  





  

    		2026-01-12 14:16:58.080281

    		0.0 ms

  





  

    		2026-01-12 15:16:59.182954

    		0.0 ms

  





  

    		2026-01-12 16:16:59.440375

    		0.0 ms

  





  

    		2026-01-12 17:17:00.563298

    		0.0 ms

  





  

    		2026-01-12 18:17:01.794021

    		0.0 ms

  





  

    		2026-01-12 19:17:02.186917

    		-0.1 ms

  





  

    		2026-01-12 20:17:03.048185

    		0.0 ms

  





  

    		2026-01-12 21:17:03.90016

    		-0.1 ms

  





  

    		2026-01-12 22:17:06.00672

    		0.1 ms

  





  

    		2026-01-12 23:17:07.50627

    		-0.1 ms

  





  

    		2026-01-13 00:17:08.965259

    		0.0 ms

  





  

    		2026-01-13 01:17:10.160736

    		0.0 ms

  





  

    		2026-01-13 02:17:11.503216

    		0.1 ms

  





  

    		2026-01-13 03:17:12.791866

    		0.0 ms

  





  

    		2026-01-13 04:17:14.196618

    		0.0 ms

  





  

    		2026-01-13 05:17:15.377174

    		0.2 ms

  





  

    		2026-01-13 06:17:17.287632

    		-0.4 ms

  





  

    		2026-01-13 07:17:17.417887

    		0.0 ms

  





  

    		2026-01-13 08:17:18.14085

    		0.0 ms

  





  

    		2026-01-13 09:17:18.297965

    		0.0 ms

  





  

    		2026-01-13 10:17:18.568625

    		0.0 ms

  





  

    		2026-01-13 11:17:18.826128

    		0.0 ms

  





  

    		2026-01-13 12:17:18.977733

    		0.0 ms

  





  

    		2026-01-13 13:17:19.758215

    		0.0 ms

  





  

    		2026-01-13 14:17:20.072137

    		0.0 ms

  





  

    		2026-01-13 15:17:20.443497

    		-0.1 ms

  





  

    		2026-01-13 16:17:20.477337

    		0.0 ms

  





  

    		2026-01-13 17:17:22.79253

    		0.0 ms

  





  

    		2026-01-13 18:17:24.421892

    		-0.1 ms

  





  

    		2026-01-13 19:17:25.302974

    		0.0 ms

  





  

    		2026-01-13 20:17:25.409867

    		0.0 ms

  





  

    		2026-01-13 21:17:27.054556

    		0.0 ms

  





  

    		2026-01-13 22:17:28.785154

    		0.0 ms

  





  

    		2026-01-13 23:17:30.290373

    		0.0 ms

  





  

    		2026-01-14 00:17:31.758251

    		-0.1 ms

  





  

    		2026-01-14 01:17:33.126632

    		0.0 ms

  





  

    		2026-01-14 02:17:34.365344

    		0.0 ms

  





  

    		2026-01-14 03:17:35.56208

    		0.1 ms

  





  

    		2026-01-14 04:17:35.580105

    		0.0 ms

  





  

    		2026-01-14 05:17:37.139188

    		0.0 ms

  





  

    		2026-01-14 06:17:39.518716

    		0.0 ms

  





  

    		2026-01-14 07:17:39.978365

    		-0.1 ms

  





  

    		2026-01-14 08:17:41.067805

    		0.0 ms

  





  

    		2026-01-14 09:17:42.409186

    		0.0 ms

  





  

    		2026-01-14 10:17:43.296337

    		0.0 ms

  





  

    		2026-01-14 11:17:43.466933

    		0.0 ms

  





  

    		2026-01-14 12:17:43.815709

    		0.0 ms

  





  

    		2026-01-14 13:17:44.55218

    		0.0 ms

  





  

    		2026-01-14 14:17:45.302471

    		0.0 ms

  





  

    		2026-01-14 15:17:45.668179

    		-0.1 ms

  





  

    		2026-01-14 16:17:45.782658

    		0.1 ms

  





  

    		2026-01-14 17:17:46.511299

    		0.1 ms

  





  

    		2026-01-14 18:17:48.119968

    		0.0 ms

  





  

    		2026-01-14 19:17:48.232637

    		0.0 ms

  





  

    		2026-01-14 20:17:49.211497

    		0.0 ms

  





  

    		2026-01-14 21:17:49.390984

    		0.0 ms

  





  

    		2026-01-14 22:17:50.917909

    		0.0 ms

  





  

    		2026-01-14 23:17:52.40209

    		0.0 ms

  





  

    		2026-01-15 00:17:52.591536

    		0.0 ms

  





  

    		2026-01-15 01:17:53.279972

    		0.1 ms

  





  

    		2026-01-15 02:17:54.35745

    		0.2 ms

  





  

    		2026-01-15 03:17:55.443858

    		0.2 ms

  





  

    		2026-01-15 04:17:56.71639

    		0.0 ms

  





  

    		2026-01-15 05:17:58.02716

    		0.0 ms

  





  

    		2026-01-15 06:17:59.101199

    		0.0 ms

  





  

    		2026-01-15 07:17:59.490195

    		0.0 ms

  





  

    		2026-01-15 08:18:00.519545

    		0.0 ms

  





  

    		2026-01-15 09:18:01.031811

    		0.0 ms

  





  

    		2026-01-15 10:18:01.422297

    		0.1 ms

  





  

    		2026-01-15 11:18:02.199027

    		0.0 ms

  





  

    		2026-01-15 12:18:02.680838

    		0.4 ms

  





  

    		2026-01-15 13:18:02.968781

    		0.3 ms

  





  

    		2026-01-15 14:18:04.800206

    		0.0 ms

  





  

    		2026-01-15 15:18:05.578858

    		0.0 ms

  





  

    		2026-01-15 16:18:07.041212

    		-0.1 ms

  





  

    		2026-01-15 17:18:07.460368

    		0.1 ms

  





  

    		2026-01-15 18:18:09.437502

    		0.0 ms

  





  

    		2026-01-15 19:18:11.315219

    		0.0 ms

  





  

    		2026-01-15 20:18:13.35899

    		-0.1 ms

  





  

    		2026-01-15 21:18:14.663911

    		0.0 ms

  





  

    		2026-01-15 22:18:15.74289

    		0.0 ms

  





  

    		2026-01-15 23:18:16.334041

    		0.0 ms

  





  

    		2026-01-16 00:18:16.682714

    		0.0 ms

  





  

    		2026-01-16 01:18:17.376167

    		0.1 ms

  





  

    		2026-01-16 02:18:18.425365

    		0.0 ms

  





  

    		2026-01-16 03:18:19.691871

    		0.0 ms

  





  

    		2026-01-16 04:18:19.839834

    		-0.1 ms

  





  

    		2026-01-16 05:18:20.318773

    		0.0 ms

  





  

    		2026-01-16 06:18:21.153734

    		0.0 ms

  





  

    		2026-01-16 07:18:22.221347

    		0.0 ms

  





  

    		2026-01-16 08:18:22.776707

    		-0.1 ms

  





  

    		2026-01-16 09:18:22.881846

    		0.0 ms

  





  

    		2026-01-16 10:18:22.975114

    		-0.1 ms

  





  

    		2026-01-16 11:18:23.309667

    		0.0 ms

  





  

    		2026-01-16 12:18:25.480769

    		0.1 ms

  





  

    		2026-01-16 13:18:25.538076

    		0.0 ms

  





  

    		2026-01-16 14:18:26.342689

    		0.0 ms

  





  

    		2026-01-16 15:18:28.117721

    		0.0 ms

  





  

    		2026-01-16 16:18:28.925354

    		0.0 ms

  





  

    		2026-01-16 17:18:29.823843

    		0.0 ms

  





  

    		2026-01-16 18:18:32.414636

    		0.0 ms

  





  

    		2026-01-16 19:18:34.416054

    		0.0 ms

  





  

    		2026-01-16 20:18:35.888837

    		0.0 ms

  





  

    		2026-01-16 21:18:35.982636

    		0.0 ms

  





  

    		2026-01-16 22:18:38.023027

    		0.0 ms

  





  

    		2026-01-16 23:18:39.409513

    		-0.1 ms

  





  

    		2026-01-17 00:18:40.851645

    		0.0 ms

  





  

    		2026-01-17 01:18:41.989797

    		0.0 ms

  





  

    		2026-01-17 02:18:43.338704

    		0.0 ms

  





  

    		2026-01-17 03:18:44.510216

    		0.0 ms

  





  

    		2026-01-17 04:18:45.994849

    		0.0 ms

  





  

    		2026-01-17 05:18:47.056433

    		0.0 ms

  





  

    		2026-01-17 06:18:48.295106

    		0.0 ms

  





  

    		2026-01-17 07:18:48.369069

    		0.0 ms

  





  

    		2026-01-17 08:18:50.007861

    		0.0 ms

  





  

    		2026-01-17 09:18:51.360344

    		0.0 ms

  





  

    		2026-01-17 10:18:52.315291

    		0.0 ms

  





  

    		2026-01-17 11:18:53.842925

    		0.0 ms

  





  

    		2026-01-17 12:18:54.609917

    		-0.1 ms

  





  

    		2026-01-17 13:18:55.838229

    		0.0 ms

  





  

    		2026-01-17 14:18:56.166969

    		0.0 ms

  





  

    		2026-01-17 15:18:56.237826

    		0.0 ms

  





  

    		2026-01-17 16:18:58.582481

    		0.0 ms

  





  

    		2026-01-17 17:18:58.64221

    		0.0 ms

  





  

    		2026-01-17 18:19:01.009178

    		0.0 ms

  





  

    		2026-01-17 19:19:01.332564

    		0.0 ms

  





  

    		2026-01-17 20:19:01.401878

    		0.0 ms

  





  

    		2026-01-17 21:19:02.52448

    		0.0 ms

  





  

    		2026-01-17 22:19:03.840809

    		-0.1 ms

  





  

    		2026-01-17 23:19:05.327975

    		0.0 ms

  





  

    		2026-01-18 00:19:06.474584

    		-0.1 ms

  





  

    		2026-01-18 01:19:07.573177

    		0.0 ms

  





  

    		2026-01-18 02:19:09.060585

    		0.0 ms

  





  

    		2026-01-18 03:19:10.258728

    		0.0 ms

  





  

    		2026-01-18 04:19:10.355499

    		0.0 ms

  





  

    		2026-01-18 05:19:11.833563

    		0.0 ms

  





  

    		2026-01-18 06:19:13.691261

    		0.1 ms

  





  

    		2026-01-18 07:19:15.732442

    		-0.1 ms

  





  

    		2026-01-18 08:19:15.831476

    		0.0 ms

  





  

    		2026-01-18 09:19:17.07256

    		0.0 ms

  





  

    		2026-01-18 10:19:17.179365

    		0.1 ms

  





  

    		2026-01-18 11:19:17.359828

    		-0.3 ms

  





  

    		2026-01-18 12:19:18.904565

    		0.0 ms

  





  

    		2026-01-18 13:19:19.200802

    		0.0 ms

  





  

    		2026-01-18 14:19:19.212509

    		-0.1 ms

  





  

    		2026-01-18 15:19:19.56099

    		0.0 ms

  





  

    		2026-01-18 16:19:20.504426

    		0.0 ms

  





  

    		2026-01-18 17:19:21.885935

    		0.1 ms

  





  

    		2026-01-18 18:19:22.37501

    		0.0 ms

  





  

    		2026-01-18 19:19:24.88606

    		-0.1 ms

  





  

    		2026-01-18 20:19:26.981813

    		0.0 ms

  





  

    		2026-01-18 21:19:28.917175

    		-0.1 ms

  





  

    		2026-01-18 22:19:28.984953

    		0.0 ms

  





  

    		2026-01-18 23:19:29.004116

    		0.1 ms

  





  

    		2026-01-19 00:19:30.41221

    		0.0 ms

  





  

    		2026-01-19 01:19:31.660143

    		0.0 ms

  





  

    		2026-01-19 02:19:31.826309

    		0.0 ms

  





  

    		2026-01-19 03:19:33.218426

    		0.0 ms

  





  

    		2026-01-19 04:19:34.293497

    		0.0 ms

  





  

    		2026-01-19 05:19:34.509285

    		0.0 ms

  





  

    		2026-01-19 06:19:34.578963

    		0.0 ms

  





  

    		2026-01-19 07:19:34.617028

    		0.0 ms

  





  

    		2026-01-19 08:19:34.728862

    		0.0 ms

  





  

    		2026-01-19 09:19:35.115086

    		0.0 ms

  





  

    		2026-01-19 10:19:36.096189

    		0.0 ms

  





  

    		2026-01-19 11:19:36.270843

    		-0.1 ms

  





  

    		2026-01-19 12:19:37.214056

    		0.0 ms

  





  

    		2026-01-19 13:19:37.397386

    		0.0 ms

  





  

    		2026-01-19 14:19:38.190371

    		0.0 ms

  





  

    		2026-01-19 15:19:38.231946

    		0.1 ms

  





  

    		2026-01-19 16:19:39.227079

    		-0.2 ms

  





  

    		2026-01-19 17:19:40.827131

    		0.1 ms

  





  

    		2026-01-19 18:19:42.536825

    		0.0 ms

  





  

    		2026-01-19 19:19:42.897509

    		0.0 ms

  





  

    		2026-01-19 20:19:43.549616

    		0.0 ms

  





  

    		2026-01-19 21:19:44.095028

    		0.0 ms

  





  

    		2026-01-19 22:19:44.58998

    		0.0 ms

  





  

    		2026-01-19 23:19:46.277093

    		0.0 ms

  





  

    		2026-01-20 00:19:47.732887

    		0.0 ms

  





  

    		2026-01-20 01:19:48.89498

    		0.0 ms

  





  

    		2026-01-20 02:19:50.303462

    		0.0 ms

  





  

    		2026-01-20 03:19:50.355769

    		0.0 ms

  





  

    		2026-01-20 04:19:51.775224

    		0.0 ms

  





  

    		2026-01-20 05:19:52.927462

    		0.0 ms

  





  

    		2026-01-20 06:19:54.623157

    		0.0 ms

  





  

    		2026-01-20 07:19:55.92107

    		0.0 ms

  





  

    		2026-01-20 08:19:56.364915

    		-0.1 ms

  





  

    		2026-01-20 09:19:56.478551

    		0.0 ms

  





  

    		2026-01-20 10:19:57.154809

    		0.0 ms

  





  

    		2026-01-20 11:19:57.474102

    		0.0 ms

  





  

    		2026-01-20 12:19:58.283481

    		0.0 ms

  





  

    		2026-01-20 13:19:58.373512

    		0.1 ms

  





  

    		2026-01-20 14:19:59.032607

    		0.1 ms

  





  

    		2026-01-20 15:19:59.244151

    		0.0 ms

  





  

    		2026-01-20 16:19:59.351921

    		0.0 ms

  





  

    		2026-01-20 17:19:59.65051

    		-0.1 ms

  





  

    		2026-01-20 18:20:01.426119

    		0.0 ms

  





  

    		2026-01-20 19:20:02.091156

    		0.0 ms

  





  

    		2026-01-20 20:20:02.290147

    		-0.1 ms

  





  

    		2026-01-20 21:20:03.364854

    		0.0 ms

  





  

    		2026-01-20 22:20:05.371179

    		0.0 ms

  





  

    		2026-01-20 23:20:06.969345

    		0.0 ms

  





  

    		2026-01-21 00:20:08.404853

    		0.0 ms

  





  

    		2026-01-21 01:20:09.645161

    		0.1 ms

  





  

    		2026-01-21 02:20:10.753505

    		0.4 ms

  





  

    		2026-01-21 03:20:12.069123

    		0.1 ms

  





  

    		2026-01-21 04:20:13.13597

    		0.0 ms

  





  

    		2026-01-21 05:20:14.432829

    		0.0 ms

  





  

    		2026-01-21 06:20:16.307637

    		-0.2 ms

  





  

    		2026-01-21 07:20:16.632929

    		0.0 ms

  





  

    		2026-01-21 08:20:16.663002

    		0.1 ms

  





  

    		2026-01-21 09:20:17.293121

    		0.0 ms

  





  

    		2026-01-21 10:20:17.402942

    		0.0 ms

  





  

    		2026-01-21 11:20:18.062933

    		0.1 ms

  





  

    		2026-01-21 12:20:18.137127

    		0.0 ms

  





  

    		2026-01-21 13:20:19.617848

    		0.0 ms

  





  

    		2026-01-21 14:20:19.718625

    		0.0 ms

  





  

    		2026-01-21 15:20:19.84304

    		0.0 ms

  





  

    		2026-01-21 16:20:21.195453

    		0.0 ms

  





  

    		2026-01-21 17:20:21.676982

    		0.0 ms

  





  

    		2026-01-21 18:20:22.057235

    		0.0 ms

  





  

    		2026-01-21 19:20:23.107776

    		0.0 ms

  





  

    		2026-01-21 20:20:24.181329

    		0.0 ms

  





  

    		2026-01-21 21:20:24.71385

    		0.0 ms

  





  

    		2026-01-21 22:20:25.026687

    		0.0 ms

  





  

    		2026-01-21 23:20:26.97018

    		0.0 ms

  





  

    		2026-01-22 00:20:28.558612

    		0.0 ms

  





  

    		2026-01-22 01:20:30.053682

    		0.0 ms

  





  

    		2026-01-22 02:20:31.310212

    		0.0 ms

  





  

    		2026-01-22 03:20:32.884909

    		0.1 ms

  





  

    		2026-01-22 04:20:34.519357

    		0.0 ms

  





  

    		2026-01-22 05:20:35.674967

    		0.0 ms

  





  

    		2026-01-22 06:20:36.951372

    		0.0 ms

  





  

    		2026-01-22 07:20:37.2823

    		0.0 ms

  





  

    		2026-01-22 08:20:37.303292

    		-0.1 ms

  





  

    		2026-01-22 09:20:37.508441

    		0.2 ms

  





  

    		2026-01-22 10:20:37.545082

    		0.0 ms

  





  

    		2026-01-22 11:20:37.824217

    		0.3 ms

  





  

    		2026-01-22 12:20:38.331839

    		0.0 ms

  





  

    		2026-01-22 13:20:39.137056

    		0.0 ms

  





  

    		2026-01-22 14:20:40.655013

    		0.0 ms

  





  

    		2026-01-22 15:20:40.668046

    		0.0 ms

  





  

    		2026-01-22 16:20:41.159362

    		0.0 ms

  





  

    		2026-01-22 17:20:41.464591

    		0.0 ms

  





  

    		2026-01-22 18:20:42.76098

    		-0.1 ms

  





  

    		2026-01-22 19:20:45.710933

    		0.1 ms

  





  

    		2026-01-22 20:20:47.476204

    		0.0 ms

  





  

    		2026-01-22 21:20:48.916057

    		0.0 ms

  





  

    		2026-01-22 22:20:49.027226

    		0.1 ms

  





  

    		2026-01-22 23:20:50.632998

    		0.0 ms

  





  

    		2026-01-23 00:20:50.7247

    		0.0 ms

  





  

    		2026-01-23 01:20:52.815704

    		0.0 ms

  





  

    		2026-01-23 02:20:54.686893

    		0.1 ms

  





  

    		2026-01-23 03:20:56.183549

    		0.1 ms

  





  

    		2026-01-23 04:20:57.022931

    		0.0 ms

  





  

    		2026-01-23 05:20:58.895099

    		0.0 ms

  





  

    		2026-01-23 06:21:00.428293

    		0.1 ms

  





  

    		2026-01-23 07:21:01.271665

    		-0.1 ms

  





  

    		2026-01-23 08:21:02.073635

    		0.0 ms

  





  

    		2026-01-23 09:21:02.680406

    		-0.1 ms

  





  

    		2026-01-23 10:21:03.098685

    		0.0 ms

  





  

    		2026-01-23 11:21:04.574511

    		0.0 ms

  





  

    		2026-01-23 12:21:05.073692

    		0.0 ms

  





  

    		2026-01-23 13:21:05.640733

    		0.1 ms

  





  

    		2026-01-23 14:21:06.645707

    		0.0 ms

  





  

    		2026-01-23 15:21:06.668624

    		0.0 ms

  





  

    		2026-01-23 16:21:06.891281

    		0.0 ms

  





  

    		2026-01-23 17:21:07.484916

    		0.0 ms

  





  

    		2026-01-23 18:21:07.553263

    		0.0 ms

  





  

    		2026-01-23 19:21:08.940796

    		0.0 ms

  





  

    		2026-01-23 20:21:11.069831

    		0.0 ms

  





  

    		2026-01-23 21:21:12.480433

    		0.0 ms

  





  

    		2026-01-23 22:21:13.940771

    		0.0 ms

  





  

    		2026-01-23 23:21:15.31203

    		0.0 ms

  





  

    		2026-01-24 00:21:16.676887

    		-0.1 ms

  





  

    		2026-01-24 01:21:18.000818

    		-0.3 ms

  





  

    		2026-01-24 02:21:19.437352

    		0.0 ms

  





  

    		2026-01-24 03:21:20.734706

    		0.0 ms

  





  

    		2026-01-24 04:21:22.226769

    		0.0 ms

  





  

    		2026-01-24 05:21:23.49757

    		-0.1 ms

  





  

    		2026-01-24 06:21:23.541989

    		0.0 ms

  





  

    		2026-01-24 07:21:23.72975

    		0.0 ms

  





  

    		2026-01-24 08:21:23.784219

    		0.0 ms

  





  

    		2026-01-24 09:21:23.844588

    		0.0 ms

  





  

    		2026-01-24 10:21:23.862121

    		0.0 ms

  





  

    		2026-01-24 11:21:24.244895

    		-0.1 ms

  





  

    		2026-01-24 12:21:25.226479

    		-0.1 ms

  





  

    		2026-01-24 13:21:26.245209

    		0.0 ms

  





  

    		2026-01-24 14:21:26.724226

    		-0.4 ms

  





  

    		2026-01-24 15:21:27.272614

    		0.0 ms

  





  

    		2026-01-24 16:21:28.96705

    		0.0 ms

  





  

    		2026-01-24 17:21:29.624318

    		0.0 ms

  





  

    		2026-01-24 18:21:31.286243

    		0.0 ms

  





  

    		2026-01-24 19:21:32.53146

    		0.0 ms

  





  

    		2026-01-24 20:21:33.850981

    		0.0 ms

  





  

    		2026-01-24 21:21:36.241139

    		0.0 ms

  





  

    		2026-01-24 22:21:37.735661

    		0.0 ms

  





  

    		2026-01-24 23:21:38.914946

    		0.1 ms

  





  

    		2026-01-25 00:21:39.157201

    		0.0 ms

  





  

    		2026-01-25 01:21:40.459666

    		-0.1 ms

  





  

    		2026-01-25 02:21:41.880226

    		0.1 ms

  





  

    		2026-01-25 03:21:43.368029

    		0.0 ms

  





  

    		2026-01-25 04:21:44.769681

    		0.0 ms

  





  

    		2026-01-25 05:21:45.850413

    		0.0 ms

  





  

    		2026-01-25 06:21:45.875269

    		0.0 ms

  





  

    		2026-01-25 07:21:46.337743

    		0.0 ms

  





  

    		2026-01-25 08:21:46.492908

    		0.0 ms

  





  

    		2026-01-25 09:21:47.035951

    		0.0 ms

  





  

    		2026-01-25 10:21:47.888535

    		0.0 ms

  





  

    		2026-01-25 11:21:48.072502

    		0.0 ms

  





  

    		2026-01-25 12:21:48.267831

    		-0.3 ms

  





  

    		2026-01-25 13:21:49.054561

    		-0.1 ms

  





  

    		2026-01-25 14:21:49.359917

    		-0.1 ms

  





  

    		2026-01-25 15:21:50.249937

    		-0.1 ms

  





  

    		2026-01-25 16:21:50.74437

    		0.0 ms

  





  

    		2026-01-25 17:21:51.836898

    		0.0 ms

  





  

    		2026-01-25 18:21:52.252426

    		0.1 ms

  





  

    		2026-01-25 19:21:52.429519

    		0.0 ms

  





  

    		2026-01-25 20:21:54.819592

    		0.1 ms

  





  

    		2026-01-25 21:21:56.688094

    		0.1 ms

  





  

    		2026-01-25 22:21:59.005602

    		0.0 ms

  





  

    		2026-01-25 23:22:00.613048

    		0.1 ms

  





  

    		2026-01-26 00:22:01.956574

    		0.0 ms

  





  

    		2026-01-26 01:22:03.114047

    		0.0 ms

  





  

    		2026-01-26 02:22:04.131597

    		0.0 ms

  





  

    		2026-01-26 03:22:05.201992

    		-0.1 ms

  





  

    		2026-01-26 04:22:06.758378

    		0.0 ms

  





  

    		2026-01-26 05:22:08.340298

    		0.1 ms

  





  

    		2026-01-26 06:22:10.152741

    		0.0 ms

  





  

    		2026-01-26 07:22:10.894859

    		0.0 ms

  





  

    		2026-01-26 08:22:11.02191

    		-0.1 ms

  





  

    		2026-01-26 09:22:11.466438

    		0.0 ms

  





  

    		2026-01-26 10:22:11.574224

    		0.0 ms

  





  

    		2026-01-26 11:22:11.675894

    		-0.1 ms

  





  

    		2026-01-26 12:22:12.155331

    		0.2 ms

  





  

    		2026-01-26 13:22:12.56802

    		0.0 ms

  





  

    		2026-01-26 14:22:12.693165

    		0.0 ms

  





  

    		2026-01-26 15:22:13.09995

    		0.0 ms

  





  

    		2026-01-26 16:22:13.580285

    		-0.1 ms

  





  

    		2026-01-26 17:22:14.012868

    		0.0 ms

  





  

    		2026-01-26 18:22:14.374732

    		0.2 ms

  





  

    		2026-01-26 19:22:15.031605

    		0.0 ms

  





  

    		2026-01-26 20:22:16.244811

    		0.0 ms

  





  

    		2026-01-26 21:22:16.569828

    		-0.1 ms

  





  

    		2026-01-26 22:22:18.78421

    		0.0 ms

  





  

    		2026-01-26 23:22:20.709897

    		0.0 ms

  





  

    		2026-01-27 00:22:22.342438

    		0.1 ms

  





  

    		2026-01-27 01:22:23.907728

    		0.0 ms

  





  

    		2026-01-27 02:22:25.37006

    		0.0 ms

  





  

    		2026-01-27 03:22:26.712279

    		0.1 ms

  





  

    		2026-01-27 04:22:28.025397

    		-0.1 ms

  





  

    		2026-01-27 05:22:29.40777

    		0.0 ms

  





  

    		2026-01-27 06:22:31.502252

    		-0.2 ms

  





  

    		2026-01-27 07:22:31.953084

    		-0.1 ms

  





  

    		2026-01-27 08:22:31.998121

    		0.0 ms

  





  

    		2026-01-27 09:22:32.327662

    		0.1 ms

  





  

    		2026-01-27 10:22:32.701192

    		0.0 ms

  





  

    		2026-01-27 11:22:33.230797

    		0.0 ms

  





  

    		2026-01-27 12:22:34.116569

    		-0.1 ms

  





  

    		2026-01-27 13:22:34.374415

    		0.0 ms

  





  

    		2026-01-27 14:22:34.476196

    		0.0 ms

  





  

    		2026-01-27 15:22:34.853246

    		0.0 ms

  





  

    		2026-01-27 16:22:34.95225

    		0.1 ms

  





  

    		2026-01-27 17:22:35.730856

    		0.1 ms

  





  

    		2026-01-27 18:22:36.759187

    		-0.2 ms

  





  

    		2026-01-27 19:22:37.209689

    		0.0 ms

  





  

    		2026-01-27 20:22:39.960365

    		0.0 ms

  





  

    		2026-01-27 21:22:42.45925

    		0.0 ms

  





  

    		2026-01-27 22:22:44.794703

    		0.0 ms

  





  

    		2026-01-27 23:22:46.493897

    		0.1 ms

  





  

    		2026-01-28 00:22:48.46028

    		0.0 ms

  





  

    		2026-01-28 01:22:49.415784

    		0.0 ms

  





  

    		2026-01-28 02:22:50.908539

    		0.0 ms

  





  

    		2026-01-28 03:22:52.424352

    		0.0 ms

  





  

    		2026-01-28 04:22:52.468557

    		-0.1 ms

  





  

    		2026-01-28 05:22:54.165028

    		0.2 ms

  





  

    		2026-01-28 06:22:56.140836

    		0.0 ms

  





  

    		2026-01-28 07:22:56.279646

    		0.0 ms

  





  

    		2026-01-28 08:22:56.365491

    		0.0 ms

  





  

    		2026-01-28 09:22:56.530091

    		0.0 ms

  





  

    		2026-01-28 10:22:57.10706

    		0.0 ms

  





  

    		2026-01-28 11:22:57.135559

    		0.2 ms

  





  

    		2026-01-28 12:22:57.284608

    		0.0 ms

  





  

    		2026-01-28 13:22:57.522464

    		0.0 ms

  





  

    		2026-01-28 14:22:58.062912

    		0.0 ms

  





  

    		2026-01-28 15:22:58.339455

    		-0.1 ms

  





  

    		2026-01-28 16:22:58.464828

    		0.0 ms

  





  

    		2026-01-28 17:22:58.606099

    		0.0 ms

  





  

    		2026-01-28 18:22:58.989835

    		0.0 ms

  





  

    		2026-01-28 19:23:00.031944

    		0.0 ms

  





  

    		2026-01-28 20:23:01.311828

    		0.0 ms

  





  

    		2026-01-28 21:23:03.553741

    		0.0 ms

  





  

    		2026-01-28 22:23:05.493362

    		0.1 ms

  





  

    		2026-01-28 23:23:08.05126

    		0.0 ms

  





  

    		2026-01-29 00:23:09.615709

    		0.0 ms

  





  

    		2026-01-29 01:23:10.868218

    		0.0 ms

  





  

    		2026-01-29 02:23:11.947122

    		0.0 ms

  





  

    		2026-01-29 03:23:13.438248

    		0.0 ms

  





  

    		2026-01-29 04:23:14.700927

    		0.0 ms

  





  

    		2026-01-29 05:23:16.154503

    		0.0 ms

  





  

    		2026-01-29 06:23:17.619163

    		0.0 ms

  





  

    		2026-01-29 07:23:18.241986

    		-0.1 ms

  





  

    		2026-01-29 08:23:19.050388

    		0.0 ms

  





  

    		2026-01-29 09:23:21.057989

    		0.0 ms

  





  

    		2026-01-29 10:23:21.102403

    		0.0 ms

  





  

    		2026-01-29 11:23:21.410173

    		0.1 ms

  





  

    		2026-01-29 12:23:23.393966

    		0.1 ms

  





  

    		2026-01-29 13:23:23.443623

    		0.0 ms

  





  

    		2026-01-29 14:23:23.773868

    		0.0 ms

  





  

    		2026-01-29 15:23:23.998042

    		0.3 ms

  





  

    		2026-01-29 16:23:25.329317

    		0.0 ms

  





  

    		2026-01-29 17:23:25.353549

    		0.0 ms

  





  

    		2026-01-29 18:23:25.661881

    		0.0 ms

  





  

    		2026-01-29 19:23:26.618775

    		0.0 ms

  





  

    		2026-01-29 20:23:27.384598

    		0.0 ms

  





  

    		2026-01-29 21:23:29.379909

    		0.1 ms

  





  

    		2026-01-29 22:23:31.212835

    		0.0 ms

  





  

    		2026-01-29 23:23:32.884589

    		0.1 ms

  





  

    		2026-01-30 00:23:34.430219

    		-0.1 ms

  





  

    		2026-01-30 01:23:35.434932

    		0.0 ms

  





  

    		2026-01-30 02:23:36.739136

    		0.0 ms

  





  

    		2026-01-30 03:23:38.077203

    		-0.2 ms

  





  

    		2026-01-30 04:23:39.131222

    		0.0 ms

  





  

    		2026-01-30 05:23:40.389994

    		-0.2 ms

  





  

    		2026-01-30 06:23:41.831206

    		-0.1 ms

  





  

    		2026-01-30 07:23:42.157801

    		0.0 ms

  





  

    		2026-01-30 08:23:42.989764

    		0.0 ms

  





  

    		2026-01-30 09:23:43.233962

    		0.0 ms

  





  

    		2026-01-30 10:23:43.692258

    		0.1 ms

  





  

    		2026-01-30 11:23:43.837764

    		-0.2 ms

  





  

    		2026-01-30 12:23:44.022033

    		0.0 ms

  





  

    		2026-01-30 13:23:44.157704

    		0.1 ms

  





  

    		2026-01-30 14:23:44.300303

    		0.0 ms

  





  

    		2026-01-30 15:23:44.686416

    		0.0 ms

  





  

    		2026-01-30 16:23:45.715705

    		0.0 ms

  





  

    		2026-01-30 17:23:48.418617

    		0.0 ms

  





  

    		2026-01-30 18:23:51.262284

    		0.0 ms

  





  

    		2026-01-30 19:23:53.407955

    		0.0 ms

  





  

    		2026-01-30 20:23:55.485815

    		0.0 ms

  





  

    		2026-01-30 21:23:57.341564

    		0.0 ms

  





  

    		2026-01-30 22:23:58.968237

    		0.0 ms

  





  

    		2026-01-30 23:24:00.199464

    		0.1 ms

  





  

    		2026-01-31 00:24:01.411144

    		0.0 ms

  





  

    		2026-01-31 01:24:03.13516

    		-0.1 ms

  





  

    		2026-01-31 02:24:04.39414

    		0.0 ms

  





  

    		2026-01-31 03:24:05.798515

    		0.0 ms

  





  

    		2026-01-31 04:24:07.27168

    		0.0 ms

  





  

    		2026-01-31 05:24:08.896929

    		0.0 ms

  





  

    		2026-01-31 06:24:10.893968

    		0.0 ms

  





  

    		2026-01-31 07:24:11.016223

    		-0.1 ms

  





  

    		2026-01-31 08:24:12.824544

    		0.0 ms

  





  

    		2026-01-31 09:24:12.911507

    		-0.2 ms

  





  

    		2026-01-31 10:24:13.003037

    		0.0 ms

  





  

    		2026-01-31 11:24:13.503951

    		0.0 ms

  





  

    		2026-01-31 12:24:13.890195

    		0.0 ms

  





  

    		2026-01-31 13:24:13.988337

    		0.0 ms

  





  

    		2026-01-31 14:24:14.084625

    		0.0 ms

  





  

    		2026-01-31 15:24:14.138763

    		0.0 ms

  





  

    		2026-01-31 16:24:14.379806

    		0.0 ms

  





  

    		2026-01-31 17:24:14.388302

    		0.1 ms

  





  

    		2026-01-31 18:24:16.044101

    		0.0 ms

  





  

    		2026-01-31 19:24:17.226663

    		0.0 ms

  





  

    		2026-01-31 20:24:17.779507

    		0.1 ms

  





  

    		2026-01-31 21:24:20.306922

    		0.0 ms

  





  

    		2026-01-31 22:24:22.596926

    		0.0 ms

  





  

    		2026-01-31 23:24:24.152415

    		0.0 ms

  





  

    		2026-02-01 00:24:26.146666

    		0.1 ms

  





  

    		2026-02-01 01:24:27.700234

    		0.1 ms

  





  

    		2026-02-01 02:24:29.258788

    		0.0 ms

  





  

    		2026-02-01 03:24:30.796271

    		0.0 ms

  





  

    		2026-02-01 04:24:32.439225

    		-0.5 ms

  





  

    		2026-02-01 05:24:34.433303

    		0.1 ms

  





  

    		2026-02-01 06:24:36.387861

    		-0.3 ms

  





  

    		2026-02-01 07:24:38.631746

    		0.0 ms

  





  

    		2026-02-01 08:24:39.538184

    		-0.3 ms

  





  

    		2026-02-01 09:24:40.025501

    		-0.2 ms

  





  

    		2026-02-01 10:24:40.051852

    		0.2 ms

  





  

    		2026-02-01 11:24:41.010426

    		0.0 ms

  





  

    		2026-02-01 12:24:41.713396

    		0.0 ms

  





  

    		2026-02-01 13:24:41.813688

    		-0.1 ms

  





  

    		2026-02-01 14:24:42.534304

    		0.0 ms

  





  

    		2026-02-01 15:24:43.75409

    		0.0 ms

  





  

    		2026-02-01 16:24:44.377741

    		0.0 ms

  





  

    		2026-02-01 17:24:46.015155

    		0.1 ms

  





  

    		2026-02-01 18:24:46.50972

    		-0.3 ms

  





  

    		2026-02-01 19:24:47.392063

    		-0.1 ms

  





  

    		2026-02-01 20:24:48.114095

    		0.2 ms

  





  

    		2026-02-01 21:24:48.424792

    		0.1 ms

  





  

    		2026-02-01 22:24:48.737671

    		0.0 ms

  





  

    		2026-02-01 23:24:48.814487

    		-0.1 ms

  





  

    		2026-02-02 00:24:51.163205

    		0.1 ms

  





  

    		2026-02-02 01:24:52.755245

    		0.1 ms

  





  

    		2026-02-02 02:24:54.042154

    		0.1 ms

  





  

    		2026-02-02 03:24:55.125285

    		0.0 ms

  





  

    		2026-02-02 04:24:56.352023

    		0.0 ms

  





  

    		2026-02-02 05:24:56.510858

    		0.0 ms

  





  

    		2026-02-02 06:24:58.23456

    		0.1 ms

  





  

    		2026-02-02 07:24:59.54939

    		0.0 ms

  





  

    		2026-02-02 08:25:00.313804

    		-0.2 ms

  





  

    		2026-02-02 09:25:01.02441

    		0.1 ms

  





  

    		2026-02-02 10:25:01.110577

    		0.0 ms

  





  

    		2026-02-02 11:25:01.808471

    		0.0 ms

  





  

    		2026-02-02 12:25:01.898064

    		0.0 ms

  





  

    		2026-02-02 13:25:01.936591

    		0.0 ms

  





  

    		2026-02-02 14:25:02.108492

    		0.0 ms

  





  

    		2026-02-02 15:25:02.157718

    		0.0 ms

  





  

    		2026-02-02 16:25:02.18428

    		-0.1 ms

  





  

    		2026-02-02 17:25:03.495172

    		0.0 ms

  





  

    		2026-02-02 18:25:05.535497

    		0.0 ms

  





  

    		2026-02-02 19:25:07.755715

    		0.0 ms

  





  

    		2026-02-02 20:25:09.123649

    		0.0 ms

  





  

    		2026-02-02 21:25:10.714438

    		0.0 ms

  





  

    		2026-02-02 22:25:12.090659

    		0.0 ms

  





  

    		2026-02-02 23:25:13.331778

    		0.0 ms

  





  

    		2026-02-03 00:25:14.810434

    		0.0 ms

  





  

    		2026-02-03 01:25:16.167654

    		0.0 ms

  





  

    		2026-02-03 02:25:16.298352

    		0.0 ms

  





  

    		2026-02-03 03:25:16.48084

    		-0.2 ms

  





  

    		2026-02-03 04:25:17.250913

    		-0.1 ms

  





  

    		2026-02-03 05:25:18.817362

    		0.1 ms

  





  

    		2026-02-03 06:25:20.513963

    		0.1 ms

  





  

    		2026-02-03 07:25:22.672059

    		0.0 ms

  





  

    		2026-02-03 08:25:24.811188

    		-0.1 ms

  





  

    		2026-02-03 09:25:24.907419

    		-0.1 ms

  





  

    		2026-02-03 10:25:25.46355

    		0.0 ms

  





  

    		2026-02-03 11:25:26.824013

    		0.0 ms

  





  

    		2026-02-03 12:25:26.857272

    		0.0 ms

  





  

    		2026-02-03 13:25:28.140346

    		0.0 ms

  





  

    		2026-02-03 14:25:28.801153

    		0.0 ms

  





  

    		2026-02-03 15:25:28.868574

    		0.0 ms

  





  

    		2026-02-03 16:25:29.336732

    		0.0 ms

  





  

    		2026-02-03 17:25:30.414022

    		-0.1 ms

  





  

    		2026-02-03 18:25:30.928045

    		0.1 ms

  





  

    		2026-02-03 19:25:31.501312

    		0.0 ms

  





  

    		2026-02-03 20:25:31.759815

    		0.1 ms

  





  

    		2026-02-03 21:25:32.503717

    		0.0 ms

  





  

    		2026-02-03 22:25:34.39368

    		0.2 ms

  





  

    		2026-02-03 23:25:36.449958

    		0.0 ms

  





  

    		2026-02-04 00:25:37.918338

    		0.3 ms

  





  

    		2026-02-04 01:25:39.516271

    		-0.1 ms

  





  

    		2026-02-04 02:25:40.691298

    		0.0 ms

  





  

    		2026-02-04 03:25:41.963907

    		-0.1 ms

  





  

    		2026-02-04 04:25:43.74762

    		0.0 ms

  





  

    		2026-02-04 05:25:45.144369

    		0.0 ms

  





  

    		2026-02-04 06:25:45.316583

    		0.1 ms

  





  

    		2026-02-04 07:25:47.702992

    		0.0 ms

  





  

    		2026-02-04 08:25:47.788156

    		-0.1 ms

  





  

    		2026-02-04 09:25:48.43482

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-02-04 09:47:32.229 UTC

    		94.234.78.245

    		196706232706 (1) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-02-04 09:47:56.298 UTC

    		94.234.78.245

    		196706232706 (1) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-01-15 11:19:03 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.



7. References

[PDF]

Document management — Portable document format — Part 1: PDF 1.7

ISO 32000-1:2008, International Organization for Standardization, 2008

[TSP]

Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP)

RFC 3161, Internet Engineering Task Force, 2001

[CMS]

Cryptographic Message Syntax

RFC 2630, Internet Engineering Task Force, 1999

[ASN]

Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic notation

ITU-T X.680, International Telecommunication Union, 2002

[DER]

Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ITU-T X.690, International Telecommunication Union, 2002

[BASE]

The Base16, Base32, and Base64 Data Encodings

RFC 4648, Internet Engineering Task Force, 2006

[SHA]

Secure Hash Standard (SHS)

FIPS 180-4, National Institute of Standards and Technology, 2012

[RIPE]

Information technology — Security techniques — Hash-functions — Part 3: Dedicated hash-functions

ISO/IEC 10118-3:2004, International Organization for Standardization, 2004

[POSIX]

Standard for Information Technology — Portable Operating System Interface (POSIX)

IEEE 1003.1-2008, The Institute of Electrical & Electronics Engineers, 2008

[CRC]

Error-correcting procedures for DCEs using asynchronous-to-synchronous conversion

ITU-T V.42, International Telecommunication Union, 2002
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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